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Abstract

The value of information becomes very high, a large number of research works has been made for acquiring,
managing, and using information. In a specific company (or organization), they are classifying company data
documents with managed security levels, and they are securing their secured documents. In this paper, we
introduce essential technologies enabling to inspect documents securely and to change specific keywords to
normal words, in case that a higher security level document should be converted to a lower security level
document.
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Fig. 1. Example of security level change of a document
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<D>Vi</D> start element : A
<E>V2 </E> ®,5) (€ 12) start element : B

</B> start element : D

<E> /\ /‘\ Characters Vi
<G>Vs</G> B2 €4 G F9 1 end element :D
<F>Va</F>
<F>Vs</F>
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end element :E
end element :A
end document
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Fig. 2. XML document of the sequence sample[5]
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Fig. 3. Value—based predicate NFA
fragments[6]
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Fig. 4. Hash-based implementation of
value—based predicate NFA[6]
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oG A, ) >
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Table 5. Example of the converted document to securty level 6
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