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ABSTRACT

The most important factors of Electronic approval system of battle management system are availability
and reliability. Therefore, the electronic approval system uses a SAN(storage area network) to construct
the reliable server and storage. In this paper, we analyze the security vulnerabilities of the SAN storage
that stores the critical military information in the electronic approval system of battle management system.
Based on the analysis, we verify the possibility of information leakage by the inside attackers through the
scenario-based experiment. And we finally propose a new storage encryption algorithm on the basis of
user's role that can prevent the leakage of information by the inside attackers.
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