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Prohibiting internal data leakage to mass storage device in mobile device*
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ABSTRACT

According to proliferation of mobile devices, security threats have been continuously increased such as illegal or
unintentional file transmission of important data to an external mass-storage device. Therefore, we propose a protection method
to prohibit an illegal outflow to this device and implement this method. This method extracts signatures from random locations
of important file and uses them to detect and block illegal file transmission. To get signatures, a target file is divided by
extracting window size and more than one signatures are extracted in this area. To effective signature sampling, various
extraction ways such as full, binomial distribution-based and dynamic sampling are implemented and evaluated. The proposed
method has some advantages. The one is that an attacker cannot easily predict the signature and its extraction location. The
other is that it doesn’t need to modify original data to protect it. With the help of these advantages, we can say that this

method can increase efficiency of easy-to-use and it is a proper way leakage prevention in a mobile device.
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