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ABSTRACT

Lightweight authentication protocols are necessary in RFID systems since a RFID tag has computation constraints. Over
recent years, many protocols have been proposed. In this paper, we examine the HB protocol and its variants, and their
vulnerabilities to attacks. We analyze the problem of Piramuthu’s attack on the HB++ protocol and propose solutions to it.
Keywords: RFID, Authentication, LPN problem, HB protocols
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