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ABSTRACT

Power Line Communication (PLC) is a system for carrying data on a conductor used for electric power transmission. Recently, PLC
has received much attention due to connection efficiency and possibility of extension. It can be used for not only alternative
communication, in which communication line is not sufficient, but also for communication between home appliances. Korea Electronic
Power Cooperation (KEPCO) is constructing the system, which automatically collects values of power consumption of every household.

Due to the randomness and complicated physical characteristics of PLC protocol (KS X4600-1), it has been believed that the current
PLC is secure in the sense that it is hard that an attacker guesses or modifies the value of power consumption. However, we show
that the randomness of the protocol is closely related to state of the communication line and thus anyone can easily guess the
randomness by checking the state of the communication line. In order to analyze the security of PLC, we study the protocol in detail

and show some vulnerability. In addition, we suggest that PLC needs more secure protocol on higher layers. We expect that the study
of PLC help in designing more secure protocol as well.

Keywords: Power Line Communication (PLC), Data Encryption Standard (DES), Tone Map
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