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ABSTRACT

The development of IT technology and information communication networks activated to online financial transactions; the
users were able to get a variety of financial services. However, unlike the positive effect that occurred on 7 July 2009 DDoS
(Distribute Denial of Service) attacks, such as damaging to the user, which was caused negative effects. Authentication
technology(OTP) is used to online financial transaction, which should be reviewed to safety with various points because the
unpredictable attacks can bypass the authentication procedure such as phishing sites, which is occurred. Thus, this paper
proposes mobile OTP(One Time Password) Mechanism, which is based on PKI to improve the safety of OTP authentication.
The proposed Mechanism is operated based on PKI; the secret is transmitted safely through signatures and public key
encryption of the user and the authentication server. The users do not input in the web site, but the generated OTP is directly
transmitted to the authentication server. Therefore, it is improvement of the availability of the user and the resolved problem
is exposed from the citibank phishing site(USA) in 2006.
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