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ABSTRACT

As the number of Internet users and applications is increasing, the importance of application traffic classification
is growing more and more for efficient network management. While a number of methods for traffic classification
have been introduced, such as signature-based and machine learning-based methods, Skype application, which
uses encrypted communication on its own P2P network, is known as one of the most difficult traffic to identify.
In this paper we propose a novel method to identify Skype application traffic on the fly. The main idea is to
setup a list of Skype host information {IP, port} by examining the packets generated in the Skype login process
and utilizes the list to idemtify other Skype traffic. By implementing the identification system and deploying it
on our campus network, we proved the performance and feasibility of the proposed method.
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Payload Packet Nubmer
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UDP {port} -
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Table 3. Traffic Trace

0060 1oy | oy | o
# of flow 56 x 10° | 31 x 10° | 87 x 10°
# of packets |1,622 x 10°| 540 x 10° |4,126 x 10°
Bytes 1083 GB | 239 GB | 2,625 GB
Hosts 7,583
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10(4;)023//206 1(?20 4?(?0)) TCP uDP Total
# of flow 6 x 10° | 7x10° | 14 x 10°
# of packets | 302 x 10° | 263 x 10° | 565 x 10°
Bytes 104 GB | 119 GB | 224 GB
Hosts 1472

B 5. A% Skype 589 flow, packet, byte
Table 5 Identified Skype Application flow, packet, byte

TCP UDP Total
# of flow 46,535 | 54,543 101,078
(%) (46) (54) (100)
# of packets | 414,821 | 599336 | 1,014,157
(%) (40) (60) (100)
Bytes 34 MB | 164MB | 198MB
(%) (17 (83) (100)
Byte 0003 % | 0.068 % | 0007 %
Completeness
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Table 6. Identified Result Accuracy
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Table 7. User # of Inside, Outside
Inside Outside Total
Count 40 69282 69322

E 8. Skype AHAIZE 9 flow, packet, byte HA4=F
Table 8. Skype usage time, host’s flow, packet, byte

Value Value
TP (# of flow) 11828 Bt A 24
FP (# of flow) 0 Z AHAZE (avg) 6627 (276.1) min
FN (# of flow) 0 flow (avg) 24,739 (1030)
Precision (%) 100.0 packet (avg) 331,519 (13,813)
Recall (%) 100.0 byte (avg) 134.1 (5.5) MB
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