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Abstract

In this paper, we are implemented the kasumi cipher algorithm by hardware. In this work, kasumi was designed technology-independently
for application such as ASIC or core-based design. The hardware is implemented to be able to calculate both confidentiality and integrity
algorithm, and a pipelined KASUMI hardware is used for a core operator to achieve high operation frequency. The proposed block cipher was
mapped into EPXA10F1020C1 from Altera and used 22% of Logic Element (LE) and 10% of memory element. The result from implementing
in hardware (FPGA) could operate stably in 36.35MHz. Accordingly, the implemented hardware are expected to be effectively used as a good
solution for the end-to-end security which is considered as one of the important problems.
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Amount of used resource
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0
32,768/327,680 (10%)
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Total pins

Total virtual pins
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Item Our 7
Operation 36.35 MHz 33 MHz
frequency
Total logic

element or Slice 8,328/38,400 (22%) | 6825/6912 (99%)
32,768/327,680
Memory (10%) 12/24 (50%)
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