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Design and Evaluation of DRM Model with Strong Security
Based on Smart Card
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Abstract

Recently, digital rights management (DRM) related researches are widely spreading with
prosperity of IT industries. The DRM technology protects proprietor of copyright by preventing
mischanneling and illegal copy. In this paper, we propose a new DRM model that has an enhanced
and efficient protocol based on certificate using smart card. The proposed model overcomes
weaknesses of WCDRM model and has following additional advantages: first, copy protection is
enhanced by hiding user’s specific information from attacker by storing the information within smart
card; second, server load for contents encryption is reduced by making clear protocols among
author, distributer, certificate authority, and users; third, offline user authentication is guaranteed by
combining partial secret values in media players and smart card. Exposure of core information also
is minimized by storing them in smart card. In addition, we show that the proposed system is
more secure than WCDRM model by comparing various factors of anonymous attackers.
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