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Abstract

This paper propose image steganalysis scheme based on independence between parent and child subband on the
multi-layer wavelet domain. The proposed method decompose cover and stego images into 12 subbands by applying
3-level Haar UWT(Undecimated Wavelet Transform), analyze statistical independency between parent and child subband.
Because this independency is appeared more difference in stego image than in cover image, we can use it as feature to
differenciate between cover and stego image. Therefore we extract 72D features by calculation first 3 order statistical
moments from joint characteristic function between parent and child subband. Multi-layer perceptron(MLP) is applied as
classifier to discriminate between cover and stego image. We test the performance of proposed scheme over various
embedding rates by the LSB, SS, BSS embedding method. The proposed scheme outperforms the previous schemes in
detection rate to existence of hidden message as well as exactness of discrimination.
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Fig. 1. Typical steganography process.
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Table 1. Comparison of feature extraction method and dimesion in the previous steganalysis and proposed methods.
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Table 2. Performance comparison in the previous and proposed steganalysis methods(units : %).
ZH A Xuan's method > Sun’s method[14] Proposed method
A iy
Hh HES REa A Sol= A= e 5ol Aee lkdns Eo|= A=
0.1 170 875 52.3 51.0 50.0 50.5 58.0 945 76.3
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05 50.5 76.0 63.3 51.0 49.0 50.0 72.0 96.5 84.3
0.1 85.0 34.0 84.5 48 8.5 66.8 74.0 86.5 80.3
SS 0.3 825 94.0 88.3 585 86 72.3 76.0 86.0 81.0
05 885 82.0 85.3 61.0 53.0 57.0 75 83.0 80.3
0.1 70.0 80.5 75.3 48.0 60.5 54.3 60.5 87.0 73.8
Blind SS 0.3 715 80.0 75.8 52.0 65.5 58.8 71.0 88.0 79.5
05 69.5 835 79.0 56.5 61.5 59.0 675 935 80.5
Average 63.2 4.1 76.0 53.1 62.2 58.5 70.2 89.8 80.4
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A3 80% o] Ae] WESS Holx glon Ao RE Table 3. Performance Comparison to 0.3opp(units: %).
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