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Abstract

Tactical Information Communication Network(TICN), a concept-type integrated Military Communication system
that enables precise command control and decision making, is designed to advance into high speed, large capacity,
long distance wireless relay transmission. To support mobility in battlefield environments, the application of Ad-hoc
networking technology to its wireless communication has been examined. Ad-hoc network works properly only if
the participating nodes cooperate in routing and packet forwarding. However, if selfish nodes not forwarding
packets of other nodes and malicious nodes making the false accusation are in the network, it is faced to many
threats. Therefore, detection and management of these misbehaving nodes is necessary to make confident in Ad-hoc
networks. To solve this problem, we propose an efficient intrusion detection technique to detect and manage those
two types of attacks. The simulation-based performance analysis shows that our approach is highly effective and

can reliably detect a multitude of misbehaving node.
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