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The Implementation of Hardware Verification System Using Fault
Injection Method
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Abstract

In hardware design, its stability and reliability are important, because a hardware error can cause serious
damages or disaster. To improve stability and reliability, this paper presents the implementation of the hardware
verification system using the fault injection method in PC environment. This paper presents a verification
platform that can verify hardware system reliably and effectively, through a process to generate faults as well as
insert input signals into the actual running system environment. The verification system is configured to connect
a PC with a digital /O card, and it can transmit or receive signals from the target system, as a verifier's
intention. In addition, it can generate faults and inject them into the target system. And it can be monitored by
displaying the received signals from the target system to the graphical wave signals. We can evaluate its
reliability by analyzing the graphical wave signals. In this paper, the proposed verification system has been
applied to the FPGA firmware of a nuclear power plant control system. As a result, we found its usefulness
and reliability.
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Fig. 1. PC-based measurement and control environment
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