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ABSTRACT

Recently, an attack to an application incapacitates the intrusion detection rule, the defense policy for a network and database
and induces intrusion incidents. Thus, it is necessary to study integration security to ensure the security of an internal network
and database from that attack. This article is about building an integration security system to prevent an attack to an
application set with intrusion detection rules. It responds to network-based attack through detection, disperses attack with the
internal integration security system through virtual clustering and load balancing, and sets up defense policy for attacking
destination packets, analyzes and records attack packets, and updates rules through monitoring and analysis. Moreover, this
study establishes defense policy according to attacking types to settle access traffic through virtual machine partition policy and
suggests an integration security system applied to prevent attack and tests its defense. The result of this study is expected to
provide practical data for integration security defense for hacking attack from outside.
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