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- Confidentiality - Data integrity such as

- Entity authentication
- Non-repudiation
- Key management

- message authentication
+ hash-functions
- digital signatures
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M 64-bit block ciphers: TDEA, MISTY1, HIGHT,
CAST-128
M 128-bit block ciphers: AES, CAMELLIA, SEED
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B Authentication service: A security service that

- The security of the cipher

- The performance of the cipher on a variety of typical
platforms

- The nature of any licensing issues affecting the cipher

- The maturity of the cipher

- The degree to which the cipher is endorsed by a
recongnised organisation

- The existing level of adoption of the cipher

- In general, the number of ciphers to be standardised
in each part of ISO/IEC 18033 should be as small as
possible
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verifies an identity claimed by or for an entity,
be it a process, computer system, or person

B Data confidentiality service: A security service
that protects data against unauthorized dis-
closure to unauthorized individuals or processes

B Data integrity service: A security service that
protects against unauthorized changes to data,
including both intentional change and accidental
change, by ensuring that changes to data are
detectable
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3.1. TLS (Transport Layer Security)
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3.2. IPSec (IP Securiy)
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MD5
SHA-1/256/384/512
RIPEMD
RSA
AES-XCBC-MAC
AES/128/192/256-GMAC
DES/TDES
RC4, RC5
IDEA
CASE
BLOWFISH
AES-CBC/CTR/CCM/GCM
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3.3. SRTP (Secure Real-time Transport Protocol)
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3.4. DTLS (Datagram Transport Layer Security)
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