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A Study on Security Consideration and Utilization of Domestic Encryption
Algorithm for Developing Secure Smartphone Applications

Kim, Jee Yeon - Jeon, Woong Ryul - Lee, Young Sook + Kim, Mi Joo « Jung, Hyun Chul - Won, Dong Ho

{Abstract>

A smartphone is a mobile phone that offers more advanced computing ability and
connectivity than a contemporary basic feature phone. Unlike feature phone, a smartphone
allows the user to install and run more advanced applications based on a specific platform.
Smartphones run complete operating system software providing a platform for application
developers. A smartphone will become the default computing method for many point
activities in the not-too-distant future, such as e-mail, online shopping, gaming, and even
video entertainment. For smartphone that contains sensitive information and access the
Internet, security is a major issue. In the 1980s, security issues were hardly noticed; however,
security is a major issue for users today, which includes smart phones. Because security is
much more difficult to address once deployment and implementation are underway, it
should be considered from the beginning,

Recently our government recognized the importance of smartphone security and published
several safety tips for using the smartphone. However, theses tips are user-oriented
measures. Maintaining the security of a smartphone involves the active participation of the
user. Although it is a important users understand and take full advantage of the facilities
afforded by smarphone, it is more important developers distribute the secure smartphone
application through the market.

In this paper we describe some scenarios in which user is invaded his/her privacy by
smartphone stolen, lost, misplaced or infected with virus. Then we suggest the security
considerations for securing smartphone applications in respect with developers. We also
suggest the methods applying domestic encryption algorithms such as SEED, HIGHT and
ARIA in developing secure applications. This suggested security considerations may be used
by developers as well as users {especially organizations) interested in enhancing security to
related security incidents for current and future use of smartphones.

Key Words : Smartphone Security, Security Consideration, Cryptography, Smartphone Threats,
Domestic Encryption Algorithm, Secure Smartphone Applications
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