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A Study on An Architecture of the Security improved Document DRM for preventing
Information Leakage in Military Information System Environment

Eom, Jung Ho

Key Words : Document DRM, Access Control

{Abstract>

We designed a security improved document DRM for protecting document based military
information which is transmitted in the military information system environment. The user should
be could not access document which not related to his/her role and duty, and must view the
only document appropriate for his/her role and security level according to the security level of
document. We improved the security of document DRM by adding to the access control module
in DRM server. Our system allows operation mode authorizations for the document, considering
the user’s role & security level and the security level of document. And it prevents indiscriminate

access to the document and damage the confidentiality and integrity of information.

Model, Information Leakage Prevention
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if(user-role’s security level < document’s security level) {
deny(access request);

}

else if(user-role’s security level > document's security level) {
allow(access request);

}

else if(user-role’s security level ==
allow(access request);

document’s security level {

)

loop(All document set) {

{[]=document set related to user-role;
)
if((The number of f[] element == 2) && (f[0] ==
2) {

1) &t ({1] ==

if(f1" security level == {2 security level) {
allow((f1, 2), "all operation mode");

!
else if(fl" security level != £2's security level) {

deny(access request);

}
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