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A Study on the Secure Authentication Method using SIP in the VoIP System.
Lee, Young Gu - Kim, Jeong Jai - Park, Chan Kil

{Abstract>

VoIP service uses packet network of ip-based because that has eavesdropping,
interception, illegal user as vulnerable elements. In addition, PSTN of existing telephone
network is subordinate line but VoIP service using the ip packet provide mobility. so
The user authentication and VolIP user’s account service using VoIP has emerged as a
problem.

To solve the vulnerability of SIP, when you use VoIP services with SIP, this paper
has made it possible to authenticate user’s terminal by using proxy server and proxy
server by using authentication server. In conclusion, sender and receiver are mutually
authenticated. In the mutual authentication process, the new session key is distributed
after exchanging for the key between sender and receiver. It is proposed to minimize of
service delay while the additional authentication. The new session key is able to
authenticate about abnormal messages on the phone. This paper has made it possible to
solve the vulnerability of existing SIP authentication by using mutual authentication
between user and proxy server and suggest efficient VoIP service which simplify
authentication procedures through key distribution after authentication.
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