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We investigate the possibility of using adiabatic logic as a
countermeasure against differential power analysis (DPA) style
attacks to make use of its energy efficiency. Like other dual-rail
logics, adiabatic logic exhibits a current dependence on input
data, which makes the system vulnerable to DPA. 1o resolve
this issue, we propose a symmetric adiabatic logic in which the
discharge paths are symmetric for data-independent parasitic
capacitance, and the charges are shared between the output
nodes and between the internal nodes, respectively, to prevent
the circuit from depending on the previous input data.
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I. Introduction

Differential power analysis (DPA) is a type of attack that can
reveal the secret key of a cryptographic device by statistically
analyzing the correlation between the processed data and
power traces [1]. They are regarded as the most powerful of all
side channel attacks on cryptographic devices because they can
successfully extract secret keys even when measured power
traces are very noisy.

There are numerous countermeasures against DPAs, such as
algorithm and architecture level approaches [2], [3], but the
circuit level countermeasure is very attractive because it
consumes constant currents for each computation, irrespective
of employed security algorithms. Therefore, researchers have
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proposed various logic styles that can protect against key
extraction through power consumption. However, previous
secure logic styles used to protect against DPAs commonly
consume higher power than conventional CMOS logics in
order to make the supply currents constant or independent of
the data. This can be a critical issue if a cryptographic device
works under power-limited circumstances as in battery-
operated systems. An adiabatic logic is a very attractive
solution for low power consumption [4], but few papers on
adiabatic logic for DPA countermeasures have been reported to
our knowledge [5]. Moreover, it is not clear that the logic
circuit in [5] achieves current equalization because the
transistor-level circuit is not completely shown, and certain
current differences are still found in [5]. Also, the circuit
requires eight-phase clocked power to cascade the logics,
which complicates the construction of a cryptographic device.
This letter aims to provide a new adiabatic logic style for DPA
countermeasures with low power consumption.

II. Symmetric Adiabatic Logic Circuits

The efficient charge recovery logic (ECRL) [6] has a very
simple structure, but its discharge circuits are asymmetric as
shown in Fig. 1(a). Thus, currents from the clocked power in
the evaluation phase differ, depending on the input data. For
example, when the input data of both A and B is ‘1,” transistor
MYDb turns on, and the supply current only charges the
capacitance at node Yb. However, when input data A is ‘1” and
B is 0,” the supply current charges the capacitance at node N1
as well as that at node Y. This dependence of the supply current
on the input data must be eliminated to make the adiabatic
logic effective against DPA. For this purpose, we propose
modifying the discharge circuits of the ECRL to obtain the
circuits shown in Fig. 1(b). The principal idea of the circuits is
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Fig. 1. Schematic diagrams of adiabatic logic circuits:
(a) efficient charge recovery logic (ECRL) and

(b) symmetric adiabatic logic (SyAL), ver. 1.

Table 1. States of discharge circuits in SyAL, ver. 1, with input data.

A B M1-M2 | M3-M4 | M5-M6 | M7-M8
0 0 on-off off-off off-on on-on
0 1 on-off off-on on-on oft-off
1 0 off-on on-off oft-off on-on
1 1 off-on on-on on-off oft-off

that each output node has two discharge paths, and input data is
assigned to the discharge paths such that on- and off-transistors
are configured equally for all cases. That is, as shown in
Table 1, the transistors at each discharge path are in either on-
on, on-off, off-on, or off-off states, so the capacitances that
supply current charges are equal for all cases of input data. We
call these circuits symmetric adiabatic logic (SyAL), ver. 1.

The configuration of the discharge paths shown in Fig. 1(b)
is very similar to that found in the symmetric discharge logic
[7]. However, there is another important point we should
emphasize in adiabatic logics. An adiabatic logic uses clocked
power to recover the charge supplied to the circuits to save
power. Therefore, when Vclk of the SyAL, ver. 1, shown in
Fig. 1(b) ramps down for energy recovery, the charge on node
Y or Yb is discharged according to Vclk. Note that node Y or
Yb is not fully discharged to the ground level; rather, it is only
discharged to a voltage level, corresponding to the threshold
voltage of transistor MY or MYb because discharging occurs
through the PMOS transistors as already described in [6]. This
indicates that the supply current from Vclk in a clock period
varies with the charge stored on node Y or Yb in the previous
clock period, which in turn depends on the input data.
Therefore, we further modify the SyAL, ver. 1, to produce the
circuits shown in Fig. 2. Nodes Y and Yb are connected, and
nodes N1, N2, N3, and N4 are connected by a BR signal after
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Fig. 2. Schematic diagram of SyAL, ver. 2.

the recovery phase for charge sharing. As a result, the supply
current is not affected by the previous input data. Transistor
MBR4 is only added for the internal nodes, N1 to N4, to have
the same parasitic capacitance. This circuit is named SyAL,
ver. 2.

III. Simulations

HSPICE simulations were performed to validate the
proposed SyALs using the model parameters of a 0.18 pm
standard CMOS process. The supply currents of a conventional
ECRL and the proposed SyAL, ver. 1, are compared in Fig. 3.
While the ECRL requires different supply currents depending
on the input data, the SyAL, ver. 1, requires the same supply
current for all cases of input data. However, it should be noted
that this is true only when all nodes are initially discharged. As
the circuit operation repeats, output and internal nodes have
charges as described in the previous section. The simulation
results involving this effect are presented in Fig. 4(a). In the
first clock period, the two supply currents with input data of
‘00’ and ‘11’ are equal because all of the nodes of the SyAL,
ver. 1, are assumed to be initially discharged. In the second
clock period, however, the supply current shows a difference
because charges stored on the nodes are different from the
previous input data. On the other hand, as shown in Fig. 4(b),
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Fig. 3. Comparison of supply currents with input data for ECRL
vs. SyAL, ver. 1: (a) supply current of ECRL with input
data and (b) supply current of SyAL with input data.
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Fig. 4. Comparison of supply currents with input data for SyAL,
ver. 1 vs. ver. 2: (a) supply current of SyAL, ver. 1 with
input data transition from ‘00’ and ‘11’ to ‘11’ and (b)
supply current of SyAL, ver. 2 with input data transition
from ‘00’ and ‘11’ to “11.”
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the SyAL, ver. 2, is free from this difference in the supply
current even with the input data transition due to the charge
sharing between the nodes. Although not presented here, we
observed that the supply currents match for all cases of data
transition (00, 01, 10, and 11 to 00, 01, 10, and 11, respectively)
through the simulations.

IV. Conclusion

An adiabatic logic, ECRL, is very attractive for low-power
applications. However, an adiabatic logic by itself is inadequate
as a countermeasure against DPA because it is dependent on
the supply currents to the input data. To make the adiabatic
logic independent of the input data, in addition to the
symmetric discharge paths, we provide a charge-sharing
feature to equalize the voltage between the output nodes and
between the internal nodes, respectively, before the next clock
period starts. A supply current that is independent of input data
in the proposed symmetric adiabatic logic (SyAL) was verified
by HSPICE simulations.
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