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Abstract

Recently, the early detection and prevention of worm research is mainly studying based on the analysis of generalized
worm propagation property. However, it is not easy to do Worm early detection with its attributes because the modeling
method for Worm propagation is vague and not specified yet. Worm scanning method is exceedingly effect to Worm
propagation process. This paper describes a modeling method and its simulations to estimate various worm growth
patterns and their corresponding propagation algorithms. It also tests and varies the impact of various improvements,
starting from a trivial simulation of worm propagation and the underlying network infrastructure. It attempts to determine
the theoretical maximum propagation speed of worms and how it can be achieved. Moreover, we present the feasibility of
the proposed model based on real testbed for verification.
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Table 2. The definition table for simulation variable.
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Table 3. Neitwork configuration for virtual experiment
network.
Ag A4 Ug
Ethernet0 200.200.100.1/24
Serial) 200.200.200.1/24
Cisco 2502 Routing algorithm RIP
200.200.100.0, 200.200.150.0
RIP network 200.200.200.0
Serial clock rate 56000
Host A VMware 1 200.200.100.10/24
VMware 2 200.200.100.20/24
VMware 3 200.200.150.10/24
Host B
VMware 4 200.200.150.20/24
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