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Abstract

RFID (Radio Frequency IDentification) technology, automatic identification and data capture
technologies in ubiquitous computing is an essential skill. Low-cost Radio Frequency Identification
tags using memory and no physical contact due to the ease of use and maintenance of excellence
are going to use expanded. However, it is possible to the illegal acquisition of the information
between RFID tags and readers because RFID uses the RF signal, and the obtained information
can be used for the purpose of location tracking and invasion of privacy. In this paper, we proposed
the security scheme to protect against the illegal user location tracking and invasion of privacy.
The security scheme proposed in this paper, using Gray Code and reduced the capacity of the
calculation of the actual tags, However, it is impossible for the malicious attacker to track
information because tag information transmitted from the reader is not fixed. Therefore, even if the
tags information is obtained by a malicious way, our scheme provides more simple and safe user
privacy than any other protection methods to protect user privacy, because not actual information
but encrypted information is becoming exposed.
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2Elolx] Zelo|HA] B S §J3 Hel ZREFR o] 83t

RFID Al&=ElolA Zelo|HAIE dlZdsl] Y3t d+2e
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Emile Baudotel <3 7B#d I#o]|Z=E Frank
Graye ZFtEld Al AHEs=S sasislth4,11).
aflo|ZEE o] 2% oW} s AR (Hamming Distance)
7} g 191 F=ol, th3EAl Ae] BRGC(Binary Reflected
Gray Code)® n BH]EQ| F=t n| W EA3t} o]
FE9] 4 ge ¢ N — seql0, 1} 2 UeRH, $4& o}
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def prepend(prefix, array)

i array.collect{|item|prefix +item}
end
def grayCodes(bits)
if (bits == 1) (0", "17)
else
begin

prepend("0”, grayCodes(bits-1)) +1
prepend("1”, grayCodes(bits-1)).reverse
end

end

puts grayCode(4)

J8l 2. 2§ Jeo|2= MM ATRIE
Figure 2. Recursive Gray Code Generation Algorithm
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A2 B A WAEl] 93] Zgo|HAlE AYgit)
I8 %o ¢8E A D7 BAlERE YR EHA
QPSRN ¥l 1% v BlaE 3 BLe h(ID)
2 et 91X EYFo] 7hsstn 5 A& ok
3k ZarH10). v AHo2E 9] (Back-end)ellA
A2 Alo] 22 A2 o7 WA A AFD 5 9len,
I FEE st wep o 3-89 Aok glo] fm 3t
sl 93] Zejo|HA] FRlo] shgsit), o] ZREZS]
e 23S 38 £ a, oA Ateks Aldkge] %
o, F9 AlzEloA EgfFo] 7kssict,

Query TID=TID + 1
Search ID using h(ID) E—————"Compute
If such ID" exists H(ID), T, ATID hiD)
Generate R —_ T=H(TID = ID)
TID'=TID+ATID ATID = LST-TID
Compute T’ H(ID), T, ATID
KT =T —
Compute @
LST=TID
ID"=1D" "R
else halt I RQ Q'=h(R=TID = D)
else halt —————ifa=a
ID=ID=R
T'=h(TID’ = ID') LST=TID
Q=h(R=TID = ID) else
halt
Database Reader Tag

T3 3. shelet ID By ==E=
Figure 3. Hash-Based ID Variation Protocol
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olzez 45kt A #he S F9l Bz Eun o
o efel2Ql =R T 2Rl JeolaER skt
G @Rk WA 7] Wil 8ok K3 HERE vt
g e 2RE dgie ayolas=g ruskel U gk
<83, B AT 7R 9 B ofeH|(T ID) & 24|
olEER gEdlsla, B ofelHE LEH o|F(Shift)d
#hk el ek 7heE ghE STkl o] RE 4R
Fk 25FE xor sfo] A ofelr] gh& AT o]FA A
e el AA B gk aeloln=s MY g &
F glom, AA| Baeld g3 g s B8 $9AA
go® sfjo] Hujzl ghgel ok JHARS] B s F
ARl A = g8k et o] ¢} o] gtastet gkt
A FEE F4l t=A7] THeE oo g5}
% dosd HEU $HA 2 RS Y5SI7] il
TAAE A ¢4 RS @ 5 7 ]ivk

HR fes Fesl aidstelw Baoteldst elu=
FH AL agelaER et b ghe dofolrtst
1, Baelx dgeke Baclelts LefoR o5 g

Back-end System

ETTeETA O

Reader

Yolokit 7Fsap] el AHgAe] Telol S ATY 5
908, FANZRNA ASH O U4 ghol Mokt Wah

< Ghg Telol e R ghasksio] desp] uiel B
= Wbt
AR e Bel= 2] JBe glo
o} £FoR AL GE FEY 4 Aok, ol
YIE s B ke U g YPS] aelolmER
asiel BlE ghe 9 8l

a9 5 AWAY A ARl ZRES 72T &7
tholojaglo Easn

oY rkﬂ,

v W ke R Ael S

P =H o
T_’?x]';ﬁl S =

o

oX

‘ Back End System | ‘ Reader |
i

Generation RAND &
Encrypted Gray Code

: Transmit Encrypted Data

Transmit Forwarding

ACK Forwarding ACK

Response Service Response Forwarding

J2| 5. MebNol Z2EE #=X| Clo|o{aH
Figure 5. Overview Protocol Sequence Diagram

Tag

BEC :

Tmp_ID = 1D =xor cnt
RB_ID = Tmp_ ID xor
go{RAMD)

if REB_I1D = 1D

Search DB_ID using T_ID

If such DB_ 1D exists
RE = go(DBE_ID)
Send{RB)

else halt

else halt

D_SR=RS(DBE_ID)

o
I goraAND) ZEr goiRAND)
1
go{T _ID})
cnt = cnt +1
RS(T_ID)
1D = go({T_I1D) xor
RAMND t
@ rs(T_1D),1D, ont /@ RS({T_I1D).ID, cnt gol ) xor on
e
B D_sSR, RBE ) D_SR.RB R
> 1]
Real_I1D=D_SR =or RB

J2l 6. J8o|Z=E ol8Et Mot RFID =22
Figure 6. Propose RFID Protocol using Gray Code
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32 jot Z2EZE SH
At TR EZ] ATHEL T 63 Zo] YRl
A A5 O 2ol FAA 2EloA T gk A st
3 o] & ago|zER gsset o5 e Q9 7
o] Y& %3 glaz dsia glad e glaol|ds
aglo] Z=R gsleta 7R E ke gl gt
2 ago|RER et G 7k 7eE ela aglol=
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gz sslH, gloolelts Q2% olFale] g At of
A dssl g g Q2 o)l AT Bl ofo|r]
< I o] Y E Tl T AlzFlel deditt He
e HES QEE olFe Bl L olo|Y #t# xor & B3 &
s3let gt 1eja FhReEelTt
TN 2L Y E B A @2 olo]t]9) 7 17
QEZ o5t Bl ool 3t 7K AXkE gt
A olelt]e] EltiE B3 A w2 ololt]9} FHFEE xor
FY3le] Az, o] g adolrER dEdlet U
#7 xorg TR HwlF ofo|t(CA ID) #t= A4
ot AAE vl oleld @ HE Bl AgH ozl o}
olt] g2 vlaate] 1 glo] S, FAIz=lo|A dgo]=
=2 35 S dssler gro] AlUE o] 2R %A
g 2o] EAlghs Bjzotelte] g, adlo]lR=R tusie
B 1 ofo|t] gk 52 xore ©]&3t] ¢5slgl olo|t] gtEol
252 @710l ThA] SRRl A g ghg AAdsle] o
FeR 45t § Y E B3 1R AdSS gt e
v TR EloA A vlaRlS ofelt] gkt e Lol
xorg ©]&3te] AAdk olo|t] gho] ZoW, FoA|AElA
Jgo|ZER gsslet gt o] Fhe Bl 1ollA o]g3led A &
s3lgk 3k B} g ghol7lel] F9AIzEA] Aldste] Al
A A ofelt]o] = HHAE] AAE FaE )
gl 1ot & o] &3to] loHuo] oA AR = Yl
tlojefre] 4 ole|t]E FMato] HlolEjH]o] 2 olo|t]7} &
Aot ko T A Ao A EXBIA] Be FEE 2L 9L
7] wiell AA Al2ElE FRAE AeFEH A2 drE
Adate] agolRER duslsly EUE B3l B AF
e AAE oAl Fent. ey HolEwo] 4 olo|tr
EA5, dlojguo] & oot a¥olRER ¢oslsle]
EFAGRB) o2 At o] g2 HuE B3l 1R B
ot 283 gloJefule] s ofolt] ghe QEZo|FE o] o
¥ 54 ZHD-SR)E A%l o] A= HuE B3 "
2 A%, "o HuE B3l F9 ARl ASE 5
A F(RB) ¢} ol5d 54 (D SR)= xor A4 B3l
Al 23 FH(Real_ID)= FE3h= & gt
2 o]9} & d9] skl tig YuEEE Uehd

tlo 0o K

W, B >

o2 gjrs} T 2Rl o] FojAlE BE Il

o Tan =1 =5

Table 1. Algorithm

// Back-End System_Oriented
I, Generation RAND ~ // 47 A4
2 gc(RAND) /7 2¥°lZER G4US kY

// Tag_Oriented
3. gc(ID)
4 ent =cnt + [
5 RD(T_ID) // 2%°I5(T_ID)
6. D = gdT_ID) xor gc(RAND) xor cnt

7. TO Back-End System Transfer
RS(T_ID), ID, cnt

// Back-End System_Oriented

8 Tmp_ID = ID xor cnt
9 CA_ID = Tmp_ID xor gc(RAND)
10 if CA_ID <> ID

Il Search DB_ID using T_ID
12 if such DB_ID exists
13 RB = gcDB_ID)

14 Send(RB)

15 else
16 halt
else
halt

17 D_SR = RS(DB_ID)
18 Send(D_SR)

19 TO Tag Transfer
RB, D_SR

// Tag_Oriented

19. Real_[D = D_SR xor RB

Iv. =471

71% RFID HeoF T2 EZy o] A =S o] &3} A|¢t =
ZEZT] AMEAL Zejo|HA|, BT, BAINEEA, AF
37 91X B SH 22 I5S vlw G} siolen, At
AlzEle] Hel b gol gt ke e B4 STt
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4.1 Mok A AEIS] obM M(Safety)

RFID Al28l2 RFE o437 wied B2 Y3S 714
2 3ok ol Pe =, =R, X EdA, AR}
ZejolWA], A3 | Tgla WAIR] fAT) 2 i o
AslA] Fsltt, e AQE AlzEl Bloe] AHEEE E
A E9E Wik ofg} 9ol A A3 DS S5 8&

A Azgloz, 71z HPTE o 83 Hel TRESC
e S FetaA ZrEZe e S

@ AHEA} Zeo]HA](User Privacy)

FAA 2B EEQ] IS AEle] o] e o]
IEF o83l dwsisl] BHE Bl H1olA Adsian
Bl o] ke Aol Zte R2E 9} xor & 3 4o Edt

7} 59 Alzelo) A AAbsle] AlLke gt vlwE sled
A zHlo A A gro] gbex] AF3ct gtow d#o)
AN dueEs B3l AA doleue]ae] AA| & tA
B2 AFsiA] @x A s oA ago] I=E o4
stod RISk & 2| E Bl "oz AF3c) wer] A
Ao o3 el wEHHEE A4 HAFE Fheo] T
oulsh=A] & 4= gltt. ol2ld U] HH S B3l AR
o] Al FEI} LeAA] 7] wfitol] FEe] FEY Azt
- UldS & 5 glen, Jile FEIT fEHA 2]
o AHEAL ZelolHAIE A = ¢l

’$391%5(Cross Certificate)

AA=El ago|ZEE o] fafe] A EFQ] W
el A Agshd, Blat o] gt Ale] ui3t gk
£ T#o]ZE9} xor & ©]&3te] Allste] T F9] Al
2oz At o|gA AL GEE T AlzEldqA
BlaziE gge] Z=g wgkd 3y vwsle] 2L gaz
HE] A9 e AL AT 43 ASE It

@ =A (Eavesdrop)

FA oA ESQ] age|RER Ak U g
goie gaz dgded o =& sk elaelA] AA gss)
S gk BFE SASITIEE o ge] AAlnE & 57t §le
Y, 23S BME & 71 slok. 28 I ke o]
=T dslsle] desp| widel slss & 7t vl o
Folt}. ujgbd AfEHe RE g ©3E 58 dohlgg
T aglolzeg ek AAY gk ghelelA] K] wiEel
AA WE-g setehe Aol E7bssit

@ E294 24 (Content Analysis)

FHA 2" Y e 3 e <) B agke] B4 U g
EAsle A, AA a8le] I=E o]gole] Wk gk ofn|E
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