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Static Filtering Probability Control Method Based on Reliability of Cluster
in Sensor Networks

Suh Mahn Hur * Hee Suk Seo - Dong Young Lee - Tae Kyung Kim

ABSTRACT

Sensor Networks are often deployed in unattended environments, thus leaving these networks vulnerable to false
data injection attacks in which an adversary injects forged reports into the network through compromised nodes. Such
attacks by compromised sensors can cause not only false alarms but also the depletion of the finite amount of energy
in a battery powered network. Ye et al. proposed the Statistical En-route Filtering scheme to overcome this threat.
In statistical en-route filtering scheme, all the intermediate nodes perform verification as event reports created by
center of stimulus node are forwarded to the base station. This paper applies a probabilistic verification method to
the Static Statistical En-route Filtering for energy efficiency. It is expected that the farther from the base station an
event source is, the higher energy efficiency is achieved.

Key words : Sensor Networks, False Report, Filtering, Probability, Cluster, Cluster reliability, Static Filtering
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