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A Key Redistribution Method for Enhancing Energy Efficiency in Dynamic

Filtering based Sensor Networks

Chung I Sun - Tae Ho Cho

ABSTRACT

In wireless sensor networks application, sensor nodes are randomly deployed in wide and opened environment
typically. Since sensor networks have these features, it is vulnerable to physical attacks in which an adversary can
capture deployed nodes and use them to inject a fabricated report into the network. This threats of network security
deplete the limited energy resource of the entire network using injected fabricated reports. A dynamic en-route
filtering scheme is proposed to detect and drop the injected fabricated report. In this scheme, node executes the key
redistribution to increases the detection power. It is very important to decide the authentication key redistribution
because a frequent key redistribution can cause the much energy consumption of nodes. In this paper, we propose
a key redistribution determining method to enhance the energy efficiency and maintain the detection power of
network. Each node decides the authentication key redistribution using a fuzzy system in a definite period. The
proposed method can provide early detection of fabricated reports, which results in energy-efficiency against the
massive fabricated report injection attacks.

Key words : Sensor Network, Fabricated report, Dynamic filtering scheme, Security, Authenticated key distribution
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