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Dynamic Threshold Determination Method for Energy Efficient SEF
using Fuzzy Logic in Wireless Sensor Networks

Hyeon Myeong Choi - Sun Ho Lee - Tae Ho Cho

ABSTRACT

In wireless sensor networks(WSNs) individual sensor nodes are subject to security compromises. An adversary
can physically capture sensor nodes and obtain the security information. And the adversary injects false reports into
the network using compromised nodes. If undetected, these false reports are forwarded to the base station. False
reports injection attacks can not only result in false alarms but also depletion of the limited amount of energy in
battery powered sensor nodes. To combat these false reports injection attacks, several filtering schemes have been
proposed. The statistical en-routing filtering(SEF) scheme can detect and drop false reports during the forwarding
process. In SEF, The number of the message authentication codes(threshold) is important for detecting false reports
and saving energy. In this paper, we propose a dynamic threshold determination method for energy efficient SEF
using fuzzy-logic in wireless sensor networks. The proposed method consider false reports rate and the number of
compromised partitions. If low rate of false reports in the networks, the threshold should low. If high rate of false
reports in networks, the threshold should high. We evaluated the proposed method’s performance via simulation.

Key words : WNS, False report injection attack, SEF, Fuzzy-logic
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