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Information Hiding Technique in Smart Phone for the
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ABSTRACT

Recently, for the advancement of embedded technology about mobile device, a new kind of service,
mash-up is appeared. It is service or application combining multimedia content making tool or device
and web-GIS(geographic information system) service in the mobile environment. This service can be
ease to use for casual user and can apply in various ways. So, It is served in web 2.0 environment
actively. But, in the mashup service, because generated multimedia contents linked with web map are
new type of multimedia contents which include user’'s migration routes in the space such as GPS
coordinates. Thus, there are no protection ways for intellectual property created by GIS web~map service
users and user's privacy. In this paper, we proposed a location and user information hiding scheme
for GIS web-map service. This scheme embeds location and user information into a picture that is taken
by camera module on the mobile phone. It is not only protecting way for user’s privacy but is also
tracing way against illegal photographer who is peeping person through hidden camera. And than, we
also realized proposed scheme on the mobile smart phone. For minimizing margin of error about location
coordinate value against contents manipulating attacks, GPS information is embedded into chrominance
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signal of contents considering weight of each digit about binary type of GPS coordinate value. And
for tracing illegal photographer, user information such as serial number of mobile phone, phone number
and photographing date is embedded into frequency spectrum of contents luminance signal. In the
experimental results, we confirmed that the error of extracted information against various image
processing attacks is within reliable tolerance. And after file format translation attack, we extracted
embedded information from the attacked contents without no damage. Using similarity between extracted
one and original templete, we also extracted whole information from damaged chrominance signal of

contents by various image processing attacks.
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0904280 o]Folzl & 247) EAE AMEEI ST,
AR E 9% FE gk 306080671, A= AE g
1290617668 A28tk AR Lol AR5 1
gholg goz Ax2ls el A YA A
o) AAgEE AF g m v FAAE 51
glo] APHOE m=128 U0t

Agtet Yoy daElEd g J@ore A 9
Hrola s A9 & vi7iA Al gigh B =A< Hrt
2 93 4 (14)¢] PSNRE Z33g o). olu,
Ng G vulgt Fo) Aol ()9 2lij)E
Zb2h A Eetast A9 E 999 GHFER
Hdgholtt, I ok 22U AdE sk Stir
mark Ver 3.1 [131& ©]&3t JPEG 4, vl
gelgy, Apxy gy, 2A9y F4& 49s8kd
o} el FE2 AERAE 9 HER=dd g
BER(bit error ratio), ND{numeric difference), 2 Al
A E 717t 48k
255°
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2% 9. building 3¢ (a)#Edd, ()AERHE +YH
oA

() =

AT . N \ o2l 11. Stirmark 3.1 € OI%‘EI H244H (a) JPEG &
(a) (b) %, (b) Median 34, (¢) Sharpening 84,
(d) Scaling &4
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e %LZ?IOH q];:} AA4 gL A8 29 118 7ol
JPEGES, n3/A 50 d8¥, 2A9Y 34&
A3t vt HES A

AR 49T 24 B AR Hd A
& a3 129 2ol A ZFEH. JPEG &
Rsgte] o8] A48 G4 vatd fEna
EE A3, AY A AHRE AEHa 7] &
£ o838t I¥ 12-(0)%h Zol HlEL S Aujdd
th a2 F g5 AR o3 ol Zzhe] 4
Aol tate] 3670 A& NP wmse] FAE
e & 59 Zo] AxEden, M e £A9
EX}E }1\:}.?21» ;gﬁ-i é@‘s}ﬂ] SS-E} »ret W-31.29. Ind ¥-7.33. 3rd T-6.47

st C-18.58, Zod 0-8.7, Ird B-8.39

4= %}E:[U]-ﬂﬂ- /d—%}},] JPEG oé])\c}«o“ q}gﬂ = st §-18.15. 2nd 3-9.19, Ird 8-8.05

et P-9.89. Znd B-8.39, 3rd P-5.24

A A383% 2342 JeEhddot JPEGEE ZZd o T i Ta, ond sais. o 398 E Serial Mumber : MCSPE2S7

I e e

et §-31.84. 20d 6~9.17. 3rd §-8.65 Phone MNumbeyr : 1829858175
3ist 7-48.53. 2nd Z-8.59. 3rd T-8.13 .

>3ist 1-38.68. 2nd 4-8.54, Ird A-6.84 Snap  Date  : 9428
3310t B-18.67, 2nd 0-9.02, Ind U-8.58

E 3. 22 dau HEedg $sHllEh ¥ato] PSNRI(B) () (e)
Compression book building flower 3 12, SEMR MEHE AN (a)JPEG Y& 2F 5}
rate i KK R st (b)F&8 oz, (07! 48 o8 «

B0t Auig, (d)EE sign FAE 23, (e)
/9 39.21 39.24 43.32 HE A NE
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% 4. JPEG ¥&T} Tejz 2ol OfEt AXHE 2R}

Attack bit error{%) 223 /4% Aol g
; e ° (AAE 2AM)
90 7.54 3508.0671/12906.1766 -
80 11.35 3508.0671/12906.1766 -
70 16.79 3508.0671/12906.1766 -
JPEG Quality (%) 60 21.88 3508.0671/12906.1766 -
50 2719 3608.0671/12906.1766 -
0 B 3508.0664/12906.1766
35 3842 3508.0694/12906.1782 0.0039(50)
3 3.88 3508.0671/12906.1766 -
5 7.96 3508.0671/12906.1766 -
Median (mask) /
7 16.81 3508.0671/12906.1766 -
9 24.06 3508.0671/12906.1766 -
0.8 25.83 3508.0671/12906.1766 -
. . 0.6 26.31 3508.0671/12906.1766
Sharpening (alpha)
0.2 26.92 3508.0671/12906.1766 -
0 2175 3508.0671/12906.1766 -
. 05 156 3508.0671/12906.1766 -
Scaling (rate)
15 11.13 3508.0671/12906.1766 -

8t quality 50%7+%] ND7F 00] 2129 quality 40%
ol A ND7} 00026014t} =L 9] median, sharpening,
scaling ¥4} 3] 25 BERo] ¥ slgl Awk ND
Labe BAEA Gt JPEG 9 quality 40% 9]
A A A AR ghe 35080658 o)A &% gt
£ 350806322 253 o8l AA, vzt 2
F7F Vel o] kel ND X5 AA =wadelA
BAAEHEAZ AF A AME 10M ol & &
A HAEA F2E YA R YR AFHAYS BF
a9t

5.4 B

< Y 209 AFEAR Fo FA S AEY PA)
2 BN A B olF TlE Y B 712N ALE
A E AT Ad Anlart &% 545k 9
o AN AR HE T8 VIEEH A WYl
lon olF 24 B AT A3 AH R
ol A el #4% A 2uid guiv=
7159 Bee e T2z AZo) 54 A
w7kgte] @ 4= e Ao] ofvg} AWk AREAE GUI
B7ZNA E4A Az 2 BYol shsEA HAS,

wela AFEA7L A e gE o]l
Aake G531 7t Ut ol BE AL
2 gergolEexe] A Aol BE e AREA}
9] ALAE Aol gd BE whgol gitke Aot

B ERdAe GIS 9 W sl AnlzelA ARg
A A BEol B Z94 33 Ao GPSY
Ax ARG} AMEA ARE 2dsle 71E S Aeks
Gk A 7He XGRS dstd HE o
22 HHE Hagsr] A8 vE HFAE 1HT
UAE HZE o] &3l Mol 248t o,
53 #AAE FHEA AEE7) Hs) A i
F, Adhd s, 29 2 AR E AEntag §o §
T Alze] e Hapriwk 53 Tab DWT 29 /o]
=

A9 2% ANAR AN There A o
Yol AT 5 JE LAWAR AEE FUT
F 9T, TR AIE ANPRE 4SS FE
Foen 9 HHdl FRE 4Ystel AE P}
AR Al AoH Tl HAE T8 5
ST HEAS] FRIHE Ax By B4 AR
ey 49 A% Bgd 46 8 AEE Gl
detel fAlE Y WP sl AUT PHE
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E 8. JPEG =0l oo #iEE Gatof et mEie] RALT A Zntel ALSAL HE 24E 4
=4 st 2nd 3st
e frAH=[dB] &2 FrAF=[dB] E2F #AH=[dB]
1 M 11.99 Y 8.84 5 8.78
2 C 12.87 0] 1051 D 783
3 S 13.38 0 10.80 G 8.19
4 P 12.93 R 11.95 F 8.08
5 6 13.30 5 8.81 8 850
6 2 1274 p 8.83 Q 6.64
7 5 12.56 6 857 C 7.37
8 7 11.83 I 9.91 T 9.48
9 1 12.46 4 9.56 R 882
10 0 12.37 9 10.05 0 9.45
11 2 1252 P 9.92 F 9.15
12 9 13.11 D 8.49 8 647
13 0 12.87 5 833 7 717
14 5 12.92 3 1069 zZ 9.52
15 8 12.87 C 9.69 6 892
16 1 13.74 4 831 A 6.44
17 7 11.86 T 839 I 825
18 5 12.38 8 9.74 E 8.30
19 0 11.77 0 9.96 8 9.69
20 9 18.11 4 10.30 1 10.14
21 0 12.22 8 8.46 0 7.37
22 4 12.72 9 10.45 1 9.59
23 2 13.30 0 845 Z 820
24 8 12.64 B 874 9 8.39
g 5 AR B, 2 =84 AGE O Ed

EF e
FHELEY 71HE Zupd she} o FEsIH e,
XA GIS §§ 9@ MulaE AR st A&
SESLXGS § BE ol 9 AulaE 753

Tt ol ARXE PCo| R E 3t AR}

A0S 4§ Ml st
Aot

B =29 47 242N 9 9§ ABl2E ALEs)
= ARAS AR JF3lE SRS Hx By 249
A2 FHEA AL F e ¢AT 9 9 AHls
e ANEReH, & =& 7 A AR
Fol A9 9 20904 GASA & W wAG Al
£ A 7 e B Odd 77 8
olFojA e A7t E AR dFd

geroldE B2 AU
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