A SZH|EEX|, 2010, M22F, pp. 197~230 = &g stE x| 25 197

o

Aroiioto] HEA Writio o7
0= AIE Sele=
A Study on the Institutional Improvement Directions of Industrial
Security Programs:
Focused upon Policies and Practices in the US.

Z Tl o«
<= x>

R Ry V. g AhdmEebe] Az dhdu<t

. o]&% wi7 V. gy

M. =¢8] Ahd et o8- A7l

<8 <

AT AA71E - 7180 2R AT T7H - AAA E4L0] AZE gl oledt frE e
53] A - A4 AL 22 WA oA 7 wistA 2Ashe Ao vEhial it
3 g 2sto] Wk olz} s ol B 2 V&AW 5 ok FHE fE0]
o]FAAL glow, YR B0 Z7|RE AU /HAgo] Slof o]t Al thaf 7HE
U771 mEntogs g o thesty] ofge et

oJAH Tl 7% - 1R FEol F7VEA - el Azek FEFS v 7Y A
o mgRtegs FEAR] 72 - Hs o A} ojHue AHS ASE 9 o9 d 2AE
s dst7] f1gk 71 Ao gzbHo|ae AAHS] k¥ Eo] AlH3] a7 e Aol &
& A olol gk oz FolrTh ARt Faddl tiek Q1o My A=A
27t a2 e w Fasitia Byt

Pl=o] A5 GUHIE frE BAE SRR AAHE d o s woleo] METH - 4
B FE ARt 22 s 3AAE Tt &5ke 5 I7F ASH A9S st
As BFk opE} W7 REAE F71H FERAAE FASL ek o] AFeME 53
AZA - AAA SHAA v AdGELE A ALE FHO0E B3 & o] niEe
2 i APEete] BAHEES et FF AwzA kS AlAe] Bzt el




o] ATE Fa) £ RS WA k] B3 21419 Zwol A @ik 914l
Zal3 71 o)) REAY AR Ade] B4 - A|o] Bl e Ae ARaisch

)=]
B
LY AQENT B AR AAAR] #e 2 24718 - Z2TH 9 28, T27I9
gk ®etdke] AA 75 A, 28 AN HA B skEA A7 G Sl EAE S

el Bane Axsge

yo M
o
B F
N
in'd
i&
>
n:&
2
2

>
=
=
R
(o3

=

4% 340 5 B4, 2eln 927 mSE FI Fad $3 NG ARALS] 9
= =1

L =

tlo Mo
>
lt
B
ol
o

—LI
12
mi
b
>1E
>
tol
ox
X2
rr
=
=)
e
offt
i_l“
2
Lo
-
e
ol

0] MALOK MAY|H FE, FHAm0|, SUHT S, Mo =22 Hok M0l



ArdEete] AlmA Wl A 199

—_—

o] Z/MARAQ009) EAAF W 2049FE 2008d7kA] 57 AkY7
2. 7E FF A 15 2 a6 w2 F22F i) R 16071(5499)0l F-
[e]

[e}
3% 45009 ol @ahH, 20039 67 IHY A 7)Ee] d9)HE A AFEE s)ut
o}

NS
Q‘L

UehdthD o 2= wieA - 2} - B4 5 IT(Information Technology: HE.71&)
HololA] F2 AP Y  Ag2ylo](Industrial/Economic  Espionage)2) AFAo] A=
2k 24 - 23 o]l AAIAQ] AAYEE 2 e Ao 2E wEA A =
oz A

2005\ o] =9 Ve FEd qA5 S A7 AAl AR AR S,
=7} R&D(Research & Development: A - 7)) 752 9A] 2 <t 25T sk A%
< gt olER I7F BATEIE AAL JATE BT soluA =7 4V,
A7, 2o PRI Be s P Qo] v g 98-S st Stk w
gA ARG Ao 2R FR% A - AATIEe Y 7YY VYA RE Bose AL 1

5l
R ZAGA ) AXNFESE ARl loiM Fa=TE vl w=ra & Zlelth

Tl FHANE 257 7196l B 1% ol delut T 7151e] she) w7, i sl
AANA Y FARAL YIS B 93 /1% 75 Fo| 238 BT T TR
Agaka gl Aol 53] A sl Bl A% B - P A1 A

= h
7 gol 4% FHAAAL glojRoE A3 Be] T} A vieh A Al AAA
©2 B 15L Seltw gl Aol ol

o] e, WAz

A
(o
il
fo
o}
rot
g
3
@
Q)
wm
£
E.
S
e
=}
S
e
5
o,
R
<

1) AR 7R AVIMESAE 71EhE 9% AR B4 B4 [hitp/servicednis.gokr/docs/
nisc/drain/analysis.phpl.

2) 2Fd2=gto](Industrial Espionage)®] 7id 2 2jojo} FaAsA thfst o AEBarr, et al, 2003 ©&
3, 2004 WS- oW 2006, IMAE, 20000 Sepura, 1998 §)o] AAEH U=, IwrFHo=w
Ag2glols F7IREE Y] BER R U= AU (FAA) HHoZ F3ue Ao2ZA 47 doly dl47|E
< vyl dsh] A8l Al 719S dide g 200)(Spy) &8-S AN W 2k gle] e A
2-3}o](Economic Espionage)2tal A3t} o] Al 4tgizulo]E ZA|2vlol9) FojojzQl 3ol
A 2 ES BYsiA AR vl “Atd 2ol 3t FA7L TR SR gl AAA HAoE
di=re] 719delv B4 71| AR e £ AW, s, 71e A9 - A9 783 7
ol ARFE T A Y] FFl Aot vE--Fgudolv AE7E T8 B R AU A
sl dAY] BHYAGEHEE, 20000 15Z FT 5 JAh



200 =75 A A2E

Company)iite] 7R-50] 1997 523 1998 29ze] 2H 444 - LGuk=Ae] A -
A7) A7 UL o) FD WA /%S whho] Uit 718 (Nanya Technology Inc:
NTC)ol| §53 Alado] Akg2vtol 2 Q18 sjsle] tiA At ol2 g F74 8]
o] AzrlA] 12 23 5ue] flo] B B ole} 7 Wa the] Fol A AAHL

zry Qe WA Alzr)Eolgl e H SO8 Q) AlslFo g & vk B d oA (3t

A 7P EAA A - AE, aga AR B Sl AEHQ] TR 28 HEo] 7Y
R ole} thoj 1 E0] A7 - BA7]E Bl thel Ho ¥4S 7HAIAl H3leH
St M E ttH o2 AEa vk 2y v A7 A E Lt o
T ASAR] 71E - BAolY 2 A digke] ARG F2 7Y SUHIE Bay A4t
A #hg dEHTY HA B 55 AFE A7 ol oA e AAeln a1 A

AR Agnck Gelol AGATIAL Y71 §E WAS 98] ERHoR 1% - B8

ox
)
&
=2
rO
o
=)
'
o
fo
o
)
>
o
e
e
>
~
>,
o)
tlo
2
>
ol
v
fr
=
M
N
i

WA R 2} 2

3) #i AMIMEA (B AMARD) wreAEgEd A FAlsle] KSTC(Korea Semiconductor Technology
Company)jit: oJARZ 531 HEA 7} 19979 7958 11974 A3 - LGI=A] i A9E5S JYs)
ARt A o] JPulE 2l 64v]7} DRAM 325 52 7|2 EAE KSTC AR o] Yazs o)X 4
3} & Data Cartridge Tapeol #AA&sle] tiwre] NTC(Nanya Technology Inc.)Alel] 2 93 &Exd
AvIEeZA LS TS Ao Z TR HEA = 2049 12€ Vo 2R AE5E H%

on 7)4d 1492 ERAAEA 7HEAE Foll B3 HE STHERA wi])) - A= - RAEATAY 9

Wk 5o FoR 3 &4 w4 [HHY, 199312, RB=4704].

tlo



AYneke] ARH WAYSF AT 201

IL o] &% w7

=

L Anere] g 2 Fa4

B o 7 M eHIndustrial Security)d2 #Fejo] Adoz el 53]
At MEH Aol Zolry] o, AFAE 719 - 71F SolA ke Hetd
(Security Programs)S 2F3A| Auke gz sHilste] =71 dl47|eo|u 8 A 7d
7199 99 58 BE3] % ANk oA - B 53 BHg(Programs) S %
AoZ Aotk o7IA  HEE(Security Programs)®ol# WHE Fa A
(Asse) A2, AR - 7)&, B3 AD-—& BHEd] 98 Ak AAES FA o=
ofushzd), ol 7|Eold VD FRY FES 2Dy s SFwe ofz) Q1F
AAE ok, B4 Ak &4 - 39 E 2 FRiskS gAY £ (1oss &
Damage)-& #H43}317] 9J5te] st dde] 55 d

=AY 71 ENEHS)(KOITA)7F 20061 BHF AGdT4 2712 dedey o o
29 AA 2A 45970 719 F 20.9%7
7149 Af HES S5 245%7} 98|
qe z4zk 206%, 193%7F 7= S AFE A
B3I (KAITS)7F 2008 1,17670 2+ 7]

ol

oft 4l

ol
> A

e —
o o N
£
S
) o
I oo os
TR R
o T g
JQL';H%'
Pl
rﬁrﬁﬁfm
»rﬂ;g;‘g
g 2
%mﬁré‘iﬁ
gﬁig

4) &3] ‘AR T VIHRERY 21 JEH EX7F dojutarl ot AR Eteld 57t AlTIeR A4 - HE
AR 3] S T AP2aTelE oilsly] s A - A=A AH] oA B tids B
oflel BE 7| - ARESAVE - A7V 1# 58 XEsle 802 AT E Aoz TAFA
M Aot o] FR-E o] AFlA IA Aol itk BTt

5) @Al Fujoll A BAEE(Security Programs)ell st HEgh Hojut AAstd ER/E 27| oy A=
A7 2] U9 g AT, v E S (American Society for Industrial Security)
AENGT A= FeAA G5 Am, SAFAEZ7|THINTERPOL) ¢ ths® A3 A ted4
AT A) D ARHA 9 AR AF Tg|u Z2H IT 7197 T 79 B zZAe] A7 43S
Hlgko 2 the3) Zho] B8 Htet) dutzo g HelsEds 914 - 344 Hetes 2 Ax7|Z Kok
AE"S x23he E8]3 HQKPhysical Security), 1[G E7HRisk Assessment), FHHEG
(Information Protection), ITHESHIT Security), ®147]8(Emergency Planning & Response), 9
7] + AdBE](Crisis/Disaster  Management), AFd 944 A8 (Business Continuity  Planning),
He ot 2 A g Z38 9R)(Counterterrorism & Workplace Violence Measures), AFA - AkaL
#e] 2 ZAKIncident Management & Investigations), RS - AE(Security Education &
Consulting) & R KSecurity Reviews & Audits) 5 ©FFe Z2 s Eo] IgE)

6) o] AT e FHBAALA & IR B Ak HE ] ‘FAuID(Trade Secrets) 7 “AFA71E
A 2 Boo @3 HE o I d7|e Fo] E3EE AUIES APELY a3 JIE A
W0} AMHESE S50 T8 o= S

7) A7 A7E FEF UA Y3 gREeE 2l [Hebws 2009, httpl//www.boannews.com/media
/view.asp?idx=19043&kind=1# / 2009. 12. 28].

by
(<



o2 HEZAR A¥, U9 1,000 ol 7199 REFFo] 7Y =4 YERa 71g
o] R} AE4E Bopwo] BA YeRGTHO A, 2009 66). 1E]al T4 #lx7)
_o_

o) P& fEo] A 64%2 AAFD A, ol Fh WAYIGe IEHe I
wh Bt Al 2do] f71gde] uls) Ao R 4] EoE BAUHI PR,
2009: 14)

s AAl HREAEY] Fol(Trend)7t G &9 ‘A2 H B HKnowledge-1
nformation Security) Qo2 F&3A 3} - SE Qo] v|=Fd EURH ?ﬂi}) s
ARQ)FHEL o3 M2 F Yt (Paradigm)o] T B S5 o oo
A skl AMeA e e, B AN 208 128 AR

A (] SAAH"S WEs o] AN PREANYS v FAE olFold G 5
0% ABahEA Juucl BNl §YNAS TS ANYRRL A4 FEE T

sha FS MOy PO FYFATHE ©IAS BYSHAS
olsh o] BeMelo] U Agska 11 olst g FEE So

Agelojol & FQgh He viE Ve - 7199

BAY ok L A AR FA0] 1A TS v o] WAk Ao

9= ALIAAEA AY71% - 7109 fE AT FEHD QE FB, o)A 7149

WS ol 2714 ALeIH 27k A4 FuE 95 9471% B JED - 7EAR 5

o e meke] Fa4o] thde] AAm ek

2. = ATPESE "

719e ARG AT Gl FPHIelY Ve B F8 JRE BES] g8 Rt
AAE Qulsha YRS Bekste] Het mE PRuE AYE AGse 5 AT
Bg ATslol Polw Brela y_w&a Aol Bt AE A% - $83he 7]
- AT - 7)) Hlgo] X ] §22 TUS He 497 Be Rl @
otk <IE I>olA B 4 Qi uhe} o], FYPHRA009) gl oJshE 2004195 E
2008971 AR 16039 71EFE A F /F FAZE HAEADAA] B9 7

2

3]

=

> n:& H‘

o QA0 T 556%[al, FAZF Abgo] 4370 =F 269%, 1E]a FHEPAZ} 1670
10%9] o7 Jepget), F23 FRS A - dF Aldo] 2% 12702 AA 9 825%
of &3l fE29 T H=EQ Aoz =yt

8) AF: “20139d, AAAHEMHAY 3% — 18%F AFOE!” [HoFFZ 2008, http://www.boannews.
conymedia/view.asp?page=1&idx=13173&search=key_word&find=kisia / 2008. 12. 15].



ARk AEH WA AT 203

<E 1> 71&RE TAHY 24 U K59 R (200472009
F 8 A5 % S A %
HAA4Y 9 56 o] T 89 55.6
ERaRAE| 43 269 Fony 30 1875
A 16 10 Al 17 106
A ekt 38 FTEAT 9 562
FAFAA 3 1.3 AgE= 6 38
7] 25 3 1.8 7 E} 562

Al 160 100% Al 160 100%
7R A7 IEREAE (2009 AEE FHE AT

1) HA 7H(xY) 5H

KSTC/NTC Atgle] ¢ 1 34 Faj|oo] 1z 23 599 ol D8l 27]&E f-Zol
ek A =7 AA4s BYdor] g ARdeiAR F AR dejxts F 29l
T AFo] W, 18-S 73, ‘4’“1741 169olAlE JAfell7t g ez 1 ‘?éx—i |
o] afo] AZHAel vls) Uiy w|ekgh ol 7] el vl &3 #ad Ty
Aol AgAo] thate] ool xﬂﬂﬂﬂ Zhstgom, vsolu 95 5 LJ%%Q 7
8 7= ajolfFEo g A4S vl - HESt] Boh a3 i-§ -5 Asfiof
Sk Aol AaEe AZI7F HAY Aotk 2003 28).

AA VL B3 B AgTE 1 8A § 2

o

3;

=

(e
Aol o e HHET 7Fsslithe FolAe vzt AR B A2 Haop A
AE M= 3 AR IAHL] JfA B o] Far) Fesithed B R
o] oJAE o] sl YTHAAE, 2002 34; SWFE, 2000, A2, 1998).

MMM =M
A AXBAR, 27, HESAINAS], FA7I9, - AF Sl =7 A4
7l R AR7IE B s 93k A SEo] AHA V)= SRR /714 FEs 5%
AHA] A3 (Synergy Effect)®] & Huh= 7} 7|3 524124 @522 1g HIFgH
2e BACE Qe 23] I7H AHdS WRldke AARE st Aok ol aRFRI



204 AT AN E SR A2T

Agguek gae) Aago] A% 2 Holm, Byt oleid @
A 99 Pt SAAY PSS A 7199 A=eE 49 15
obze MRS AA] % By glo] T} A=A
avke RolA] @ 4ol

aopA, SV 2 S7kekne) Aeleln GRSl BEo] Fas iAok Folw B
a3z R ARl o Ho] RE3 G W/HE o)A AFH A} vIE
12 5 gk 2R3 PF T Al X2 o] etk 3, Al 7]
o 257)30] RAlste] 247 fEo) TS vhg FASe] AEHOT AAHA 25
sithe A= FAIgole rs—}aa\dr He A0 R HL Fagol A 7} A
Aol Bl TH) Het x

Al
a8 39 FAMS SHMoF & davt EHTEJ A= Aot

% 2 Gy A
Hrl gl

=
L EE R R DRRED

o o

L

2
X
o
2
BN
ol
o
i
fo
ot
>
IL_,
E
K
2
N
X
i)
N
rN
Lo
Y
g

217
A (1289 olFe] FruE FAH 7% 4% A 84 A9 Sl & /19
0 54 7129 422 7EsloF Bk Zolth I Z1EhE WAE A% 7199 =g
& AAHOZ S5 A ofF ARAA TF3He] & 45 AT, T oA e
A3 AFRE Rl ol g 7 B A A 2 AR )] A2 Fsksks Az
2 32 5 Y] Wol) wepy Al d SHelA Q18 Bt BAel td dEE A

a7 34%01] o)F 171 - 71 #E WA SHo ﬁﬁw AR Ro] B Roltk

#AA ~°ﬂ o§ Aol % 5L A7) 98 A
0 53] el mek B Qele] Fwn} A 29
BAE O71G9E AS drk S0l Ak B

)
e
i
3
)
Ac)
ﬂ&
_{
I
Qﬂ
A
lofn
S
‘E_

9) F7PRA(009) A=l et 200495E 200897H AdHE 16079 7|&aE A Al F =0
FAZE A - #2 ALY 97t BF 1327024 AA|9] 825%0) B3l A - A7 Alle] fEo FH
ﬂio] 7-]___§ cgiu—rjr

10) A ARFAIFY YR FAFEIGAE AN F _&Zr%%}%td “IT71& lH2 HAE Y 13}

3]9](2003)"01 A 3t wlell w2, Sl 14970 719E SR 3 2AL A Eeie) 1S B
star, Hetde A (EAbE wixste, Het B s A loP— 7142 2zt MH 67.2%, 62.6%,
45/ XJEOJ AR =elyth Eg 93 HOW" w14 77.2%, BAA [7 ?4] AMeke

719L 61.2%, AWAZRE [7]DEF] MkS B 719 71%, Bt I 1 ﬁoéﬂ% o 719
355%3 Uebdth &34, AAA: 54).



ArdEete] AlmA Wl A 205

A% AAA wokge] Aeit 3B Doksithn @ Rolck oY ALY 7]4de] vy
H3 - A ThsHe FAE Aol AF A9le] AYH vl

U
23 23 T sholAt 7124<Q] ol st

KR
=
L
R

=9, 7190l 71| ARt

] =
o H =
A A} FE=0 d Ree S8, Wil RS e - 739 BE 7HA 9k A

= s 97 = 5o 9l
=94 A - HeolA 3 @A B Yot = - Ao WA, A A, F8% 14
Aol et B AdEe] A, SA - IEAA Ao tig Bk MFE - 8E 2 &
AHE H]b Hole ¢ - &8 g, Critical Facilities——8 5oy &AAH 53
g 53 o] Huh gAstEal H=52Q] Hebde] delE E sk Zidelthiy
T L5 719 AS 71hEA ) tE 1Het FEE JAHES G AY vl$- I94%
BHoMEe] 785 A3t 7= shAIRH2) AWl Wt = I lof thgt o]t AA A
A HY B AHEA e 29 FEOl oMe obH® P Aol ARt = aF)o]

Agde) Fu §50 AHo e paAse e 2ad Agolehed dg 7 ?j%gl )

2 - ols) %%, 22ln L€f& HeH1%e] FHol 98 HekA|age] Aozt F

ojzalm gl R Ml @A) Qo meke] Al é%ﬂr
ez ARl w43 % 4 wojse wlolzka sl

E
RS
g
Y
oo
>
>
©
L]

ool a2 Al Peht AAAL At =) o
A% - 1o £57 VA BAYOE G FRA AL vl ANAQ Reke] 4

(Security Awareness)2] F-Zo|gkal sHATE Hote|do] BEy A TAZE thg9

11) oA, ARAg gt Bet#gle] A9 A, TH, A, vlo|a2dE, 55 - S3lgo|Z, z}7]H|o]
= AFHelx, Fuld USB WEe AZFXE 59 4% Xizo*UHXﬂ(Medla)oﬂ o|2717A] TSt Fe)
o] BePd nE7t Fasiy, B i) JEY —r‘;}%xﬂ‘% #& - Mz R, a3 AR A 7]
AR 55 A% ZEAIA T Egshe 5 o7 Fesith HIZ e IT 7l 79| H58 5
S ARRS 7T XA 1 F9S Werla Aok

12) SARN AS- A71& Z2AE 13 A] 3BEA) 90| e, AR, 5 o2 ARE o] EAPL £}
Sk, B4, ZUH E90] oF =9, A, A7 HAFHE AAE 2rlE J1=(Smart Card)7t §lo™
AzEz] Pethe Aotkals: F=AA, 2003 “BEEQF 24X  http/news.naver.com/main/
read.nhn?mode=LSD&mid=sec&sid1=101&0id=015&aid=0000670121/ 2003. 12. 22).




206 F=HSARLIA A2s

T 7HA 44 Q2o 7] 1 Al HAHE|E & sk 7EX7 Qe Tsolu R
7} gitkal ®B7) wjiFolghs Rola, EAle RS B4Fo)al 2x- ol AJrdo] gle v
& A& G52 A48 witolth AAZ A 5d7ke] ARt B BAAEE B4
SR giFEe] 71 FHA FZA(H32]) AMdo] 7199 7oy david 2o 3
Amg et gow, @2 Ay degdA] Aol = ‘OT
A7 - Afse] iR o] AAPA A Bk 71 vl Bt B o8] ol olA
985 o 4 YATHFZFIRL, 00 BFUS)E

I w]=e] A Eet o5 A7

el A3 3 4ol d WA S ke P e dadese
He71ee £Yskn wgsior & Be Mol 71&fE WA oA rlee) el 2 Bye
74 QR Ao] Aol SRk ofn] cle] Rofol A Z1$-91ae] o] Lt A g
o @A g AT J1EHE PAWA vhee] ey HA ARt 22y
5o AAFL o)A BETL FHFA Y vlolth, T} A1eT YA §F 9
£ 918 2 guls)n AA ) W3} ARE PR Zo] Ax 4% Aeke obd Zlolt,
AE QWIGOI JIIL £ PAS A5 B} G0 AU F2HA 713
ML Qi vle] ik BA AEA - AR S0

Aol e A2 @ﬂ%_u 2% va A B9 BaA @,

v|zo e kR ote] aA)S ‘ddu] U (Trade Secrets) ol et o] Fa1 o]5 =7}
SHHRA AAE AN olsish Ak F, FYuILe] fEL FRe] £UL oJnlsla
ol FEFAHo g ‘m=o] ZyHH i3 Y¥(Threat to U.S. National Security)'13)2
2 o]ojRlt= ¢1Ao] JnldE Bog-sol Syo] Hal Sle Aolth W= g o]
T2 JPHIE S B3] fgh 4% AAS AlSeAY, =7 AR7)E] W (Counter-
intelligence) o] NS g2 to] P91 ozt ol Fil s AL olHg
ml=re] QFRA T oA 9] AdE kel gk Q141S whdsh= Aloletal shlthd

13) NCIX(National —Counterintelligence Executive): Annual Report to Congress on Foreign
Economic Collection and Industrial Espionage, January 2002.
14) W= FBI(IW=PARDE [20039] =] 85| Waks 714 E BHod] 54 AW $7g3ta, A=



u)=ko] ¢t o] T3k o] e Q1 =)
(Comprehensive National Security)2h= 7ide] R¥H3HE 9 wlE Aoz B 4 itk
|

rlo
o%
2
N
>,
o
T
[y
mie]
o\-)Ir
2
B
H
fr
bl
i
B
r o
b

= YAAYE #A1E Ryt ZUekRe] F9d BES x|sla JPdd Bs] WA
F2] o]% Ak (Economic Security) #oF2] F 240 B2 H4F AW Aot} o]y

g BAIRE ] T ool it vl=re] AR AgRe] Zh<g el & yEhdar 3tk 19%
At 1996 wiotol| A gk “F7hQR i (National Security  Strategy) elA= 7
AJEE “F7} o] & I7F <t P JdARTal Ao, 1993d 1€
Warren Christopher B4 S48 24 juefdslor gk Aol “2uxd Arhel
S7RbE = AR} Ao £2lE 5 glom BAIAL vS tejg A o] Az T4
i e Ekarl ST

B AAGES) ek 57} bR A BAo] A H = vEol FHRIE S BE s
At =77t FA Qe FHstaat ke A2 A . o]A
7P G BEE Qs g 2 FAY 7o) g oS sskal v g
=& fJ¥sk= Aol vi= W Oﬂﬁ‘ﬂ]‘?—z‘ B3 o AxA - A Syolgial & & At o]
& Dol w} vl=o] AR Aol FPRIE S BEsr] sl A8s= A Sdl=
A Al 7HA a7t = %6}1 3

A= =7 AREFo 4237 =1 WHEE(Counterintelligence)S BH3HE A
18RS FA0E W7t Ao HHEES A8 T kA RS O Fd
2F Tokz skl 3 ")r*‘E Aoltt. oo} Bd, of=ro] ARU 7Y SOo2NE A= AN,

719 71ek FA7F BH3E < S B35k 5 AAHEES WA & FokrA E=

I F4S gairix 9%1:}16)

0.u.4
E
e

567 Aol AR B E 93t HERE Ao FRY 1673 7Aet Ao g R FBI
9] o]ejgh HAlE: AX Egojo} e A AT Aol A Fr7]se O]E% vl=re] Mok AA R}
9= Avjo|iEo] thido] Frhs B WE Ao g, o]t Bkl Robert S. Mueller FBI =43-S
93] HEIA AR BT} diHE JREF Herke T84S Zetf i =3 b ok
H 2003, “FBL ‘AFxybo]  #FAwP” http/news.naver.com/main/readnhn?  mode=LSD&
mid=sec&sidl=104&oid=038&aid=0000194046 / 2003. 8. 4).

15) wl=pol| A Atizsto| 2 QI3 JPuid ] AHAE oWty S8l I 4] BoAds ot 2o a3
A7t ded, 2 A HAe 19969 29 289 JRE 'The Senate Select Committee on
Intelligence and the Senate ]udiciary Subcommittee on  Terrorism, Technology and
Government Information, 14 & HE3(Joint Hearing) R, F HAZF 199693 5 9o 7H
Z% 'The Sub-committee on Crime of the House Judiciary Committee o4 332 Aotk
ZA] FBI 57401 Louis J. Freeche & AE3 oA “Ahgxate] &% ol - A4S g 9% o4
& 52 2] e (Silicon Valley)t 9538 2oks thitshe AiAl9] B& QMFE27E 2735
Ao ek ¥t Mossinghoff, et al., 1997: 191-193).

16) W= FBIZF AFJESE 2Ho A sshe AA|Zgtol s SukARHo| sk SARES T e 714 52 99
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AL PR B4 - 7] BASL dE AR F JuILRAe] 422 e 4
HE TPF QA JRE BEa] AY YAolnk. ol 53 GAHE FAH Rl
g P59 A3 Bol, Z A4 Ve EENe Bobel V1% e PRt FEshe 7y
o AT & Qi IR §22 oD oI AN B nelE 1 EwHow
slal = Ao HAY

AR DRI WIe] GYu BEe] e B4Ae DS A8 PR
A0S F3) o8 APskad FAsHe A9 SHolt AP FEAOE Y2 2

2uvto] ot B Sl e ARE FF B W Folol A3 AFA] 4% AA

i 22

1) NCIX(Office of the National Counterintelligence)

= AR WellA AMgERFS 2 FH JFE S
ONICX(Office of the National Counterintelligence)E & 4 Utk NCIXE AFdHSH
Fohe =7F Ao WSS FEH R 7|8skal 2AshHA o] tis) 2|3l B
F= Y-S A3 = FF-2Z o]ty NCIX7} o] A7 A Bt st 5714 2pd <] 7]
5 skt Wl old wEs FAIFQ W HA Y dFE "HEekaL
FBI(Federal Bureau of Investigation: A¥<rA=) el & 4= ok
NCIX+= 19941 Aldrich Ames AFA17D A% Clinton $AF7F =71 9= A=
A&l AW NACIC(National Counterintelligence Center)®] Ao 2x 2001d
¥ Presidential Decision Directive/NSC-752.5 TAHZ EW3IATE o= RS
S 3 I E olx] FUE FBIYY, al9lE CIA(Central Intelligence Agency)
7t @t Felo] AATE 2 AR A - 73S W 515 T7H AdedlA TYH L
2 243 £ 88 AdE FFHA o= WA Ewsie] FBI CIA,
NSA(National Security Agency) 5 A0 2 sl o= HPE F3Z ot

NCIXY] F8 9¥-(Key Responsibilities)= ZA ¥l 72 YHZALh AA, F8 =27}
AHH(Critical National Assets: CNA)S Fetsh= zloltk WHEES Tt 7kt
S gx Hosjob & tidEe] FAMA G71Heg e ke A g =24

ﬂF
ol
e
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ke o

)
flo

o L

HE BEo] HE 2 F A AR weke] ddte) sFEng WHEEe] dgdMe =92 i

17) CIA 890|9 Aldrich Ames7} 997t #4 ") v]3e] 7|UAKRS: dAQ T FBId| #ud Alpes
A, 24 FBI9} CIAZ} 4% el oz ulo) g BE Uro] Bastd vl=e] WAl ot vhg
o] AZI7} HJG Apzielch
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o] Fthal & Holtk 4, BRe thFES AFste QR1EF 1 B A E Hrket
EAS) 7HKNational Threat Identification and
Prioritization Assessment)E ZHAdsle Aotk AA|, F8 F7IARRIES HEsl=d o
Hgk Hefxl ol A=AE Hrkshs Blolth miAteR ) o] Fﬂa S7PARRES BEE] 93k
=7} " A 2H(National Counterintelligence Strategy)<- 3= Aol

NCIX7F 8 =7PRHCNA)YS  HAsk=dl 7 %01 = e =t
(Guideline)e] $J=dH], AA+= RHIF  HH(Information), A2 (Policies), 7]|&
(Technologies), AF(Industries) 55 AA tid=to] 5, Wy, dgshk= 4 vi=9
=714 - ZAA kR (Economic Security)E AZF8HAl Aslste 7-g-o]ofok 5&‘3}{— Zo]
o EAE ol g AMkEol Xé—‘?* 2ARIA] NIZE A QIR E EEstal w702 {i—"e‘ﬂﬂ
e Qb He AES 7HAAL flojof gtk Aot o] 2§ Zhol =gkl w =] 1
HEds Juo thafi A AR TR A F7} G —?"L—E—ﬂ%
T oS BEWEHA HoFE Aolgtar sHlth

PFES Tk 7Hedl A7 - NEF 7l Be 3 AR W

£ 78 PHEs 51 T shhE AAsta o< 2> ). NCIXE 53 (19959 %)
AR FAM(Intelligence  Authorization Act for Fiscal Year 1995)  A&09(b)ZE
(Section 89(b))ell &J At =] ZAAHKE F3 & AFd2uto] L7t vl= 71Go] =
e A digt HA HERE 93)(The Permanent Select Committee on
Intelligence of the House of Representatives and The Select Committee on
Intelligence of the Senate)ol]l Wi'd Big JF-E A1 gt} o] wj ole)dt &R 1A
(Annual Report) 2ol 3AF-9] thdst 22 50] sl drhls)

o
o
fo
rO
i)
)
e
o
L
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o

rr

<E 2> NCIXe| 2= (Counterintelligence Mission)2} LHE

ol Q1 Bood BHFA 213 (Threat)
EaA - 54 AL - AelelzE
, JH B3] W ST
37 ol A AR R S Wl w1 37
o‘i .7 i=)S 2B . 3
wrhe Ne oo PECELEE
7] EJ}]—E U]% 7] H, \__Zl—l_:TLJ—

18) "= =HE-2] Defense Security Service, Air Force Office of Special Investigations, Army
Counter—intelligence Center, Naval Criminal Investigative Service, Defense Intelligence Agency,
Defense Threat Reduction Agency & o ¥& AH-Ho7|HEI} HEHF] FBI, CIA, NSA, o35
(Department of State)2] Bureau of Intelligence and Research ¥ Bureau of Diplomatic Security, A

H-(Department of Commerce), National Reconnaissance Office, oA 5-(Department of Energy) &
o] AHPA R B 9 7)#Eo] Foldta YrHNCIX, 2002).
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L AR YES T, [ BESELE )
— T8 St 7N Tt WAl % A

A e | TRE A A w14 )50 o3 B, A1 37,
e A" AR 7% yRAe] oet 24

A% A2k n]3 A 57| e o
HS %;‘(j}\g %r_%%:_l_o]: 9]%0]] 9]?—} l?‘ﬁH Jd'ﬁg
g 9 2y 9w olF v2At

ZFE: http//www.pnsr.org/data/images/michelle pdfell 4 Q18 24

2) FBI & CIA
NCIX¢} =2 FBI(Federal Bureau of Investigation: AW<AlE )= FAMEY AX
Hol BHop AHAA AHSF S5-8 F@3etal v V=] ¥ HY FRU|Ho)ga & &

At &3] 1996139 HA|23lo]H(Eonomic Espionage Act of 1996) #1783 $4 FBI
9] o] QgL oS AslEo] givkar & 4 Utk AR NCIX7F EWst7] o] d+5-E FBI
= WH7IBOEA =9 AA|zuto] o thHstr] 93 FES s Ao
19943 " AAHZ 2 73 (Economic  Counterintelligence  Program),& =1 th%Z& A}
A8l e} FBI= GUvIE Ha S 913 24 33 9 izAL adds ol
par %ﬂ%‘ia 9 FALS S B u) Qlom ‘Hot Y 2 A(Issue Threat List) ol €]
B 35S ¥3AA FBIQ Fo FFERE A= 3IHUTHY
g, FBIZF F&=she ARESE ol SloiM =7F HH7)AR] ClA(Central
Intelligence Agency)®] 932 ZA|2~uto] 9o Tt FAPE 9= F-EE] U=
Lo AL gk = FBIY FAPE 929 AA(Foreign Power/Sovereignty) =
1 #E](Agent of Foreign Power)E 0.2 AU vl=re] dlAR 9 dl¢] HHEs
of YFS = 7FsAel Ae Afele FBIVEF CIASY A(F)o] Hshe %"J@E%’S*
(Director of Central Intelligence: DCD9] FAES w2 T 7|3 7o XS 21 9

= AoE dHA o

19) ‘et YF A (ssue Threat List)'E FBIF 4 FARIAC R 2w Qe 771 Wx89 B2olch
I A S e O I7F $9871¢ 5-=(National Critical Technologies List)¥ =22
%&1 TA 1% BEZ(Department of Defense: Military Critical Technologies List)ell %349 7%

EXE 3he 9] AREE, @ 17 AGdH3 AYE AAGE 7t e v 719y A4F
Xqi g 7]€4 FREAS, @ 9= Ee ] GAZL vla ARl APEAL §lo] 848 T4, vddl
Fske &%, @ vl %‘ﬂ/\]“ 2 7} A o] SEA 8 BREE AR gig 238, @ o &t
771 A5 4 5}"}4 T 5719 QA - s AAS} BEEE ARG, © vl A 7‘3—”%— o &)=
AR g 3R EH”—E 3l AEEE, @ ¥gFHS FUste] var AY 52 ol gig A&
248 B2 St ARIE Fol olo] A Watson, 1996 146-153 & 24, 202 2D,
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3) National Industrial Security Program(NISP)

"National Industrial ~Security Program(%7HIQHQEZZ I NISP),2 A4
B ogAuy 2 7)#(US. Government Executive Branch Departments and
Agencies)o] A ZAslk= A AtdlA F7F glo] ‘HlEE BEFE A RH(Classified
Information)' & &7sh= A& WAskL, 7t w2 g7ie] B9ol® ol AEs] FA
(ControD)3}7] 9sted mt#Esk R Q8 A(Requirements), A3HRestrictions), 7]E} H3E
| (Safeguards) & FH3te Zdolth0) AR AR A - 7)1@E0] BAskal 9l
= FHRIE S BHEstr] 98] 1990l =93 o] % Al el e AEEA AFYEE
7 FEE 78] giadRl AHE B 4 ok

NISPE 7859t Wiiel Fi o 7EA¥RE Hoshr] 9k sEUY
(Partnership)& RFal Ut SHoA 2 ou]ef AAfsks vyt Aval sk
NISP= HIEZ BF/E 5 #d Ao dight Bk A(Security Requirements)oll Hth

= 7HA9] a3 dgE 7Ktk AR, B At

AN FH, =4, Bebdx}, 53] AAd 2 19 FAl(Clearances) 9 #HAgH 4

9 (Reciprocity) 92| o|d, AlA, [53] 71# kel A¢] SEHAY BDas o
AV Requirements) 9] A A, Z18]al vpxjeto g ®Woka]-g-o] HoF So] v 17lo|th

NISPe} e AnbAl FAAA9] A<9e National Security Council(F7IRFHE
deo]o lom 1 e Ao o] S Hel A flYdsta Aok A, National
Archives and Records Administration(85-+A715#2]#]) &4 Director of the
Information Security Oversight Office(JR B AL NISPE Aldst=d] o
gt 7414 A3 (Directives)& 2t 2 AF-7]3ol stgélal 1 Al AR5 H5d=
YFE FAE ool wEt NISPe 3 AYS ¥ e U (Department of
Defense)ol-E At 19959 1€¥€ NISP  vlF¥(National Industrial — Security
Program Operating Manual: NISPOM)2D-S #A|73le] FA|Z Q] JF7152S AA, Al

a2l 3.

Ir

20) The NISP recognizes four different ‘Cognizant Security Agencies: (1) CIA, (2) Department
of Defense, (3) Department of Energy, (4) Nuclear Regulatory Commission. / 'DoD
5220.22-M, (National  Industrial ~ Security ~ Program  Operating Manual: NISPOM) =
(January 1995).

2D Wi CIA, 3%, odUAR, AAET7ANLS(Nuclear Regulatory Commission) §°] F&2E
1995 1972 AR - FFE3IG0m, 2006 249 28 AL =HUATk
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4) NISP off 7 (National Industrial Security Program Operating Manual)

NISP  ®l+9(National  Industrial ~ Security = Program  Operating = Manual:
NISPOM)& NISP(Z7Higretzz s s AAxog Qasi=d 7ol He I
AAES AHise Aotk EF 1/l HChapter)® H-=(Appendices)o. & TFAH
NISPOM-& ®HetH A 2 9l7KSecurity Clearances), HQuwS-&F#H 2 223
(Security Training and Brefing), HIZ2(71Y)e 55 EF % X A|(Classification
and Marking), 71¥A3E B3I (Safeguarding Classified Information), W& 2 3¢
(Visits and Meetings), 3t=5 Al2KSubcontracting), Al&3td AHRA|2E] Bt
(Automated Information System Security), 5<%+ [H<QHLZ(Special Requirements),
=A%  H<EQ A(lnternational  Security Requirements), 7]8} A X.(Miscellaneous
Information) 9] FA| 3ol ZF AWFR FA B 7|#E50] BAXAE st=d dox &

Foflof & AHES AL ATE2) 53] CIA =7o] B4 Aok AlokS Al dshk= Alof
FAARY 89 22O F37 T E 9 #HEEe AR B AH s AL
(Inspect)3taZ =YE & (Monitoring) & 4 UEE sz Utk ol= ] W& F9
FH718Q1 CIA7} 335729 A ELtel B3 7

2hs sk

<X 3> NISP OKF(National Industrial Security Program Operating Manual:

NISPOM)
Chapter A = R
1 General Provisions and Requirements AE durd oA B o
(2 ¢ 9%/234) [71e} FR 370 Elﬂﬂ- 3 e AE]
9 Security Clearances A & Qe tigk Q7) =) A%/
(B M3 & 7h A/ 3tell e BHEFOCDS] Bt A7
Security Training and Briefings 5o - I
¥ (Rt WS- B R BelD) Beh 3% - ¥4 B HAY 74
Classification and Marking - = o o
4 (B3 e 9 1A HE(719)e] 55 &7 2 ¥4 9%
Safeguarding Classified Information 1Ay o S s -
! = 43 9N ZE 4
0 F12ARY wE 2A) Z1gie He 2A A A= T

22) NISPOM®] W84 WHEoly F718 Adwe IuH Aksl ‘Defense Security Service (Industrial
Security Program Office) @4 27}8l= ' Industrial Security Letter, 2 53l o]tk

23) “The Director of Central Intelligence Agency may inspect and monitor contractor, licensee,
and grantee programs and facilities that involve access to such information.”
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Visits and Meetings a1 o
6 s s, B2 9 o) e 74
7 Subcontracting YAIFALe] A (Prime Contractor
(3= A% Responsibilities) 774
3 st JEAZE Bt A 5l B Hetwe BA 9 #e, vESI
(Information System Security) #s) 2tz 734
9 Special Requirements EAUA 2 oA BAUAL A8,
54 HeteR/2) TR FQ A7) AARE, AE AR
0 International Security Requirements duk - w7 FR L 9 o]oS Y
(FAH Hets) vl= B AR 3 #E 14
m MlScellane(o:;lls;< ]I;]fonnatlon BH W 25 An

A& http//www.fas.org/sgp/library/nispom/nispom2006.pdf W& ZZske] 24

5 ANSIR(Awareness of Nation Security Issues and Response) =213

"Awareness of Nation Security Issues and Response: ANSIR(=7}HQEF @t <l
2 Hgg), TR 2 o] Foke] W AR T3 AAS T = FBIoNA A3

33 gle AAoth2) 53] Agdmete] ZWele o Z2aWL T JPHLel
Al Fwie) sl A8 A9 371 7l T3 2 ARE U7l Aol H A

dHo A A& mddd MAT  UEE F7HEF A} HEE HR A - AF(ED
2 I BFHo=w 3t} FBI= 1970dt] = "Development of Espionage, Counterin
telligence and Counter- terrorism Awareness(DECA: 23}o] HbEE 2 e8] U4
AR, 22088 935 =], DECA =238 WA A ZAA slollA] vl=r 7]

= Lok HH RN BEsty] S EUEAE A2 YA
] T2 A L AstE EAEH] HJAAL o] 5lo] ANSIR 22302 AFUA E A

—

_4

FBI= ©]21§ ANSIR®| =% #7835 Al 7HA = dwstar vk AA, o= FRr7|d=0]
W] BAPG R gk FRBES Aslely] AAvhe SHclth B4, S efA L
2 "Hy F49 9ol I/HUE AHolth AR, FAFE A=y g %‘Eﬁﬂ%
(Computer Intrusion)$} ZFFE] vlo]g 27t SbEAA K7 2o A% &4l +
k= Zloltkd) o] F 53] A wAlet Al MR wiE-S ANSIR7E A E L %@ﬂw

24) FBI= 2003 49 179 o] Z2a3& F7Igk FXgttar FastaA ORIZE ol AlFske AR
Au)ze]l AL Eolr] 93 A ZEadvle] B3 @ FESHIR(Department of Homeland
Security) Wl W2 JF A=A 58 I o= H3lh

25) 41 FBI Deputy Assistant Director of National Security Division® ¥ 93



el e A s GAlshe Aol & 5 Sl

Pli B 5 1 A Siaet g9l A9 % A0 e ATk

Eh 7}—0}7%1 g A —Ol 174015}
3, ANSIRE #pErzog 2o 7193l Fne $331712 guste s
S oo S AR Zeagoln vzt /1ge] F /tuAlehs 5L ket 4w

Aol AHolu2 /1q) ol W) ABE 2 24 el AU, /1. B 5 A4

ANSIR ZZ 138 ‘~glo] 7% - 7|Ho] 23S 230 25,00004711 kg 71@%011711
Bt B HA FRE E-mail BE HAE S ¢ 51
o7 w7y FAAET HHEAES PR star Yrk a)rngT, 2002: 43). T
g ZRIOAS A o5 RIS AARRE F53517] 8l M
AFE A"l tigk AT 7HE, A3FE vtel 2ot #EE H R 55 HA0 zﬂ%
o wet "Iz 7|95 ol HRE QA AR Fshke wE HE-S AT & s
EEola, JdPuide] f#EHAUS A5 9 2 FAE £48 vl IR = S Ro
2 o]¥g 7|7k ANSIR 2238 7F4Ake] F43 F712 olojitkal stalch

=4, ANSIRE 4143 R o] WS 98] E-mails FHo2 ARSI Qitke &
<zt 19969 =9 ANSIR E-mail 2 R 2] Aods} &= SHidA g7
BHe JHHe AV HJva BrbEdh ANSIR - E-mail> 1770 SRR
(Infrastructures) 0.2 EF50] 91o]A 7}°‘1}7} sehe FEvhs ddste] 7§
V=2 3lar Y], REE /A= 170 A B 54 7198t = FAloldh a4,
JNEN wiA o] HoPPoll= BFetal 1 BPY Fopdo] EAHCRE NAE 4 JAoH
FBI®IA+= FBI Law Enforcement On-line(LEO)S JQEJYl AMu|2~ FFAZ 0|83
HRREAIE sjdste o= Ws|a itk

[

fo ot

Tu

[http://www. fbi.gov/congress/congress01/ansir040301.htm / 2001. 4. 3].
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£ American Society for Industrial Security(ASIS: w]=4FIHE<FE3])9} Computer
Security Institute(CSI: HFHEIATA/EINE & 5 Aok

1) American Society for Industrial Security(ASIS)

American Society for Industrial Security(ASIS: v]=AFFHEE )= A AAIF L
2 9F 3300089 3] 20870 ARE 74 AA Hojo] WIzbRl @A(7]) o)tk Bet
AA3 AE7} - BAES FIPoE s ASISE oibE], 93], Y 23)%, X
37 5 N 71 Ao E AN, 7 Al ApEE BARIEA FI25E ojudh
H | @¥=T} ASIS= Wz B o] &Adstel AR Als 918l 1955\ d0] A9
H ool 7Y, A, BEXRA, 7IE URRISES B R Hdd 459 79 dEs
THatL O BFS AYde S BAE st A EdsiA Esefeal Stk

ASIS= 53] NCIX(Office of the National Counterintelligence)”} witd <]gjof] =
ask= Y] AARE R F Adavto] EFo] ok AR A (Annual Report to
Congress on Foreign Economic Collection and Industrial Espionage)'®] ZHd 3%
oA 1 AF - AL AAE oo 2 HE|9] HA|H 9F(Foreign Economic Threat)S
BrYshed gt dEs @30 o2a Aot Y AAE thA L Utk &
S Fxste] AR B WS Q1Y g, AR AT, AF 19
A ARARF A, ARt A o uS Z2aWS
+FetAA AF HP #E FAlol gk uijks AAEIE gtk 2#]al Security
Management 5 AFFRESE I FX|(3F)E Wtste] ZF S| (APo viEst= HAE, A
3] - ey 5 SAaF S5 s, Bt AEAAS(CPP, PSP, PClL 5)20< W+
37 el ARARAEE £33t ATHIAIRL, 2005 3-4). ASISS] F2 FES
e A EE v %

K

ol

i)
v}

26) 20029 & Eaxoll A ASISE 2001d A HAYLHe] AF L W s f JadS 34 deE F
2b- Bagk uf ik

27) CPP(Certified Protection Professional: &1H¢Ed%E7}) PSP(Physical  Security — Professional:
223 ®ebAE7, PCI(Professional Certified Investigator: ZS1FRAFHAETD.
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AR, wg TPl Sgo|uh. ASISS w§ ZTzIa}Ee F4KWorkshop)Zt 4=
ZE2ago] itk AAsfe] F8 W82 F2l4 Hot A, SUSA|, ARFE D, AR - Al
AL HE 3 A W FY 3R 5 Bd-S(Security Programs)ll tigk 7§22 o] A
Z 3k BA - 58 5 Huh 53kE Zoe] Hot AEAAs de
= EebEe] A 919 = e MA S8 FAR fAie
MHBE S-S Shal vk B A Zeagow ozﬂwﬂfﬂ tﬂﬁ} l UJrE 398 BAA

A, A Arluk 2 HAISjo|th ASISO]  SPARZ B okl AnkHRl Algty) B4
Hopoll digh A4 Ffreb AR wek i B ARE 3] “dd
(International Annual Seminars & Exhibits)” 5<& /N3 Ue H]’, ”HLE /‘ﬂ?ﬂ zt
o] HebEsF 9 Heke] FARL 1E]ar AR Sk fo
HAl AJEE T Bl - AN - 89 A JRE wds VM vo}i EM
AR, R AFolok ASISE 4% Eﬂﬂ%—a—oﬂﬂl Helt e # Hofo] R g A8
£ AFst7] 95t "HRAZAE S P, AEVF A, 2] A R g
AT = Y 5 A% "I HolEu o
55 WS AP - A BoklR i S
23 (Certificates) #o|th. ASIS=
Aol gk ZH EHiJ% A3l BebdEr o] el =ata ek 1977d A& Alvy
oA CPP(FRIBJIAFEIY) AAZW e W3S Aste] 20089704 8000017 ol Al
CPP A4S WgF3lth CPP AHAZ-2 71 BbgA] Bk ofyzl gk 7|gee B
QF ok FARAA B5A] 202 A 5 Bt AEAAZ] &8-o] A& Frts)
I e FAC JATHEZPEERSY, 2004 17-21). HZolE CPP 2ldl= PCIFARAMA
#7het PSP(EEH HbAErh 59 A4S #d A3 435 FastaL vk

2~
—J

N
X
f
r o}
29
A
_\,L
>
<

N
)

)
>

K

28) ASIS7} F83He CPP(QINSPAEID ASE A4S0 2N d3e] 2744APe AulAzlet
£ 49 Aolrk ek ASIS A AW I3k CPP AAF 2449 60% olgel 204

ool welglA e Ei o] 447 B AES 47 gl A0 Walrh E WA 6% ol 3ol
199 o1 2 3 AL 20 Qe A2 Yehor, 8 2 w3 el Sieldel ekl
%2 ool 8L 2m Qe Ao = ARILEA Y] FHE }Z%fizj—% 72531 9)tka Brhec

I3 ASISE= CPP AHEA 1 E o) 5‘—?_}@"?*7 249 ARAG AAE FE3] 25T & TS Professional
Certification Board(PCB: H&4A 91938 53] A7|Ho= /«1@ W-e-& AAska Aok v= o
CPP AH4%59] 2= ©e3] Bt - AHQYES A% - A5she #eA} oflgl X2&o|a 339
Hotzz oS A7) - o4 - #AE|E S e BHekdEriEA Jxé = Aoy, o]e 1—}04011 Whejg muk
oz}l 9] Bz AT 4 e F83 870] HYE ST, AT T1-72).
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2) Computer Security Institute(CSI)

ASIS¢F 2] Computer Security Institute(CSL ZAFEHHATA/HI)E FE A
B R HInformation Security) @9l HE/NES F9 3oz st 2ZE ZA A vl
717, 53] AREMY #EE ns 2 ity 1 A5 A AlTEe
o S T ok Aubgiele] Partnershipyt #AsiHE FBISH $Hso.2 did =}
A8l= “Annual CSIFBI Computer Crime and Security Survey(CSI/FBI ZAFE|H
z 2 Bot #d Ag ANV} thE otk CSIZF F33te] FBIS 37 Ak & ddx
Abe] 8 EAL vl ] H3FE M3 R} FolE Hhetste] HRIAS Eolu B

0]l &S =oFHE Aotk 20008 AAE A4at ZAME E3] A
TR/ S/, T4t AR - AL A A S, iRl ofg 34, B
of| 2/ A/ =/ s, Bt #Ash o}2A4d(Outsourcing) 2] H%, Bt 5 o]
of #e EFEo] EFF ] ek A, FBIZF 1 EF(Headquarters)$t L A
o] X3} Regional Computer Intrusion Squads(R|E ZAFE] ISAbA FAH) 4FsH

4 =]3} National Infrastructure Protection Center(Z7} 71742 B S AIE)7} CSI

arL

B
i1

An)
[ERN

o
ful

o

W7 71400] A Qe GYu BEE s g Ao =5k g 2ol
OS] Ainste] AR S0 PAk 71ge] JYULS BEF) A5 Y
Bel2) Sl AGste 24 ASE AF 7199 Jurt 9 - B GYuEEA BE
27] 9% WA 2ASE FEAn ATlel U wRE 9l HE Aol
dekeel PF IS FEHOE Robe & g G BHEe) FPpelH FH
< AASE EAEE(Security Programs)s EFels 7AIZ AEHIE HIEXXA

o Y& #eld sk A - HrE dBE=Z st gguld ZAKTrade Secret Auditor)
Ax TOoZ TS 4 AT et v=re] GPulE B s 913 FdTeld SH o

A FEE He dutdo g FHed 29 deto g yaxl= FR EF(Classification)

29) FBI2] National Infrastructure Protection Center= WZF7143 vt AE7|#xle] A4 F+52
E3td 52, WA, E7, 28 - 58 A, 78T E AFET 52 T4 FOE 3 AlolH At
ARE dgela ole) W3] fl8l Aol AAE EESH AT, MEYZ Y B¢, /IR
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Abstract

A Study on the Institutional Improvement Directions of Industrial
Security Programs:

Focused upon Policies and Practices in the US.

Choi, Justin Jin—Hyuk

This study examined the institutional improvement directions of industrial security
programs, particularly focusing upon policies and practices in the US. to enhance
the effectiveness of industrial security programs in Korea. This study also aimed to
investigate the significance of institutional and/or policy implementations in
preventing economic espionage attempt.

Data leakage and/or loss of trade secrets in corporations has been a scary
proposition and a serious headache to both the CEOs and the CSOs(Chief Security
Officers). Security professionals or practitioners have always had to deal with data
leakage issues that arise from e-mail, instant messaging(IM), and other Internet
communication channels. In addition, with the proliferation of wireless and mobile
technology, it's now much easier than ever for loss by data breaches to occur, whether
accidentally or maliciously or even by an economic espionage attempt.

The researcher in this study used both a case study and a comparative research
to analyze the different strategies and approaches between the U.S. and Korea in
regard of implementing policies to mitigate damages by economic espionage attempts
and prevent them from occurring. The researcher first examined the current policies
and practices in the US. in terms of federal government’s and agencies’ approach
and strategies on industrial security programs and their partnerships with
private——commercial-—sectors.

The purpose of this paper is to explain and suggest selected findings, and a
discussion of actions to be taken on implementing a proactive and tactical approach
to enhance the effectiveness of industrial security programs to fight against
information loss or data leaks. This study used case reviews, literatures, newspapers,
articles, and Internet resources relating to the subject of this study for triangulation
of data. The findings during this research are as follows.

This research suggests that both the private and the governmental sector should
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closely cooperate in the filed of industrial security to strengthen its traditional
prevention strategies and reduce opportunities of economic espionage as well. This
study finally recognizes both the very importance of institutional development led
by the Government in preventing economic espionage attempts and its effectiveness

when properly united with effective industrial security programs.

Key Word : Industrial Security, Information Leaks, Economic Espionage,
Trade Secrets, Industrial Security Programs, Security Professionals
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