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Study on the mechanism for the dynamic traversing of
multiple firewalls using the concept of one—-time master key

Hyoungwoo Park’ - Sangwan Kim'" - Jongsuk Ruth, Kim'"" - Haengjin JangHH

ABSTRACT

If an exterior computer wants to join the Grid/cloud computing platform for a while, all of the
related firewalls’ filtering rule should be immediately updated. As the platform of Internet application
is gradually evolving into the Grid/Cloud environment, the R&D requirement for the dynamic
traversing of the multiple firewalls by a single try is also increasing. In this paper, we introduce the
new mechanism for the dynamic traversing of the multiple firewalls using the concept of the
one-time master key that can dynamically unlock the tiers of firewalls simultaneously instead of the
existed filtering rule based method like a lock management at each firewall. The proposed master
keys are like one-time password, consisted of IP addresses, port numbers, and TCP’s initial sequence
numbers, and generated by end users not administrators. They're exchanged mutually in advance and
used to make a hole at local-side firewalls for the other’'s packet incoming. Therefore, the proposed
mechanism can function regardless of the number or type of firewalls.

Keywords : Security, Firewall, Dynamic traversing, Grid computing, Cloud computing
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