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Security Communication Implementation and Experiments

for USN Fire Prevention System
Young—-Hyuk Kim' - lIl-Kwon Lim' - Jae-Kwang Lee' "
ABSTRACT

USN Fire Prevention System is an intelligent system that detects the fire through the value which has
got from a sensor such as temperature, humidity, intensity of illumination, acceleration, carbon dioxide(CO2)
and so on. And then send it to the operator also use the algorithmic fire detection to operate fire extinguish
system on. It is among U-Disaster Prevention System which has prevented fire lately. Configuration of the
packet was designed to make the most of lightweight and fast processing for low power consumption.
Recently listed in the encryption algorithm is applied each DES, 3DES, AES and HIGHT. So objective was
to faster encryption than encryption of high—performance finally domestic standard encryption algorithm
HIGHT were suitable for the fire prevention system needed frequent sensing time.
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2.3.1 DES(Data Encryption Standard)
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<E 3> M3 T4

<3 1> Symmetric Cipher Block and Key Sizes =) T4
Cipher Block Key Length ARMS9 53C2440
P Size Default | Minimum | Maximum SM(Board) CPU : 533MHz
AES 16 16 16 32 RAM : 64MB SDRAM
Blowfish 3 16 0 56 Server Intel Server
DES 8 8 8 8 CPU : 850MHz
DES-EDE2 8 16 16 16 PC RAM : 64MB SDRAM
DES-EDE3 3 24 24 24 -
DES-XEX3 | 8 24 24 24 0S Board = Linux
IDEA ) 16 16 16 Server : Windows Server 2008
RC2 8 16 1 128 DB MySQL 5.1.39
RC5 8 16 0 255
RC6 16 16 0 255 S/W SM-Server €4l A& AZE ]
Twofish 16 16 0 32 (A ) 3-DES, AES, RSA, String
Encryption, IDEA 453 AZE

E 2 Plain Text Size(12 bytes) versus Cipher

Text Size 32 Alsl AlLtE|Q
Cipher Text Size
G BSI.OCk El el or| cr| ¢ cr -
1ze C F .
g| C| Bl R| 5| S 9
AES 16 6] 16| 12 12] 12] - re¢E 8011/
Blowfish 8 6] 16] 12] 12] 12] 12
DES 8 6] 16] 12] 12] 12] 12 p—
DES-EDE2 8 6] 16] 12] 12] 12] 12 G ————
DES-EDE3 8 6] 16] 12] 12] 12] 12 \\
DES-XEX3 8 6] 16] 12] 12] 12] 12 )
IDEA 8 6] 16 12] 12] 12] 12
RC2 8 6] 16 12] 12] 12] 12
RC5 3 6] 16] 12] 12] 12] 12 !
RC6 16 6] 16| 12] 12] 12] - - -
Twofish 16 6| 16| 12 12] 12] - <18 5> 43 #2
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Algorithm:  TripleDES - P 203.247.39,34 Port: 7707

Progress

0222025

[ No A2t 21 D 2E(¢) &%) CO €02 I/0 Stah. *
16:14:33  [MH] : Computer Name - NT_Gw-PC
16:14:39 (M) : IP Addr - 203247 39,34, Port Num - 7777

16:14:39  [AIEH] = M AIR
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|6 16:14:45 [ M- U\UIE .0 001 A4 68 1 it} 0
17 Bl (M 22012 E
8 16:14:48  [MEf-CIOIERR Y wm = 6 1 it 0
9 16:14:48  [MHH] : 32
|10 161451 (ME-GIOIE 00 5 6 1 it} 0
\n 161451 (A © 22
\npu\(P\ain) Text:
001-25_69-1.14_0
Encrypted Text (Basebd Format:
#gtvnhLEPUZEUa/H4TREw3z3b eeuF Xz
= AlS] A []
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<# 4> DES-3DES-AES-HIGHT Z2tE

1 100 500 1000

0.09919 | 0.11579 | 0.10314 | 0.13549

0.19917 | 0.11160 | 0.10284

DES 0.11072 | 0.12038 | 0.10319

Average | 0.09919 | 0.10551 | 0.10611 | 0.13082

0.19396 | 0.27848 | 0.29914 | 0.29914

0.20873 | 0.19608 | 0.29608

3DES 0.19797 | 0.20801 | 0.19483

Average | 0.19396 | 0.20450 | 0.20892 | 0.22003

0.28562 | 0.34319 | 0.29008 | 0.37417

0.29531 | 0.30133 | 0.30556

AES 0.30366 | 0.30142 | 0.31018

Average | 0.28562 | 0.29696 | 0.29428 | 0.30348

0.09520 | 0.09894 | 0.09769 | 0.09011

0.09943 | 0.10020 | 0.09760

HIGHT 0.09898 | 0.09006 | 0.10053

Average | 0.09520 | 0.09898 | 0.09809 | 0.09909
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