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DDoS Attack Response Framework using Mobile Code
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ABSTRACT

It has become more difficult to correspond an cyber attack quickly as patterns of attack
become various and complex. However, current security mechanisms just have passive defense
functionalities. In this paper, we propose new network security architecture to respond various
cyber attacks rapidly and to chase and isolate the attackers through cooperation between security
zones. The proposed architecture makes it possible to deal effectively with cyber attacks such as
IP spoofing or DDoS(Distributed Denial of Service), by using active packet technology including a
mobile code on active network. Also, it is designed to have more active correspondent than that of
existing mechanisms. We implemented these mechanisms in Linux routers and experimented on a
testbed to verify realization possibility of attacker response framework using mobile code. The

experimentation results are analyzed.

Keywords : HE]B V| E$]I(Active Network), #A4F 48] 2A3 FZ (Distributed Denial-of-Service
Attack), 382} 223 (Attacker Isolation), DDoS, Mobile code.
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