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The Design for Security System of Linux Operating System
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Abstract

This paper reviews the current studies about the current secure OS, security module and SELinux,
and suggests Linux access control module that uses the user discriminating authentication, security
authority inheritance of subjects and objects, reference monitor and MAC class process and real-time
audit trailing using DB. First, during the user authentication process, it distinguishes the access
permission IP and separates the superuser(root)’'s authority from that of the security manager by
making the users input the security level and the protection category. Second, when the subjects have
access to the objects through security authority inheritance of subjects and objects, the suggested
system carries out the access control by comparing the security information of the subjects with that
of the objects. Third, this system implements a Reference Monitor audit on every current events
happening in the kernel. As it decides the access permission after checking the current MAC security
attributes, it can block any malicious intrusion in advance. Fourth, through the real-time audit trailing
system, it detects all activities in the operating system, records them in the database and offers the
security manager with the related security audit data in real-time.
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