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ABSTRACT

OTP(One Time Password) is a user authentication using secure mechanism to authenticate each other in a way to generate a
password, an attacker could intercept the password to masquerade as legitimate users is a way to prevent attacks. The OTP can be
implemented as H/W or S/W. Token and card type OTP, implemented as H/W, is difficult to popularize because of having problem with
deployment and usability. As a way to replace it implemented as S/W on Mobile or PC is introduced. However, S/W products can be
target of malicious attacks if S/W products have vulnerability of implementation. In fact, FSA said the OTP implemented on a mobile
have vulnerability of implementation. However, the OTP implemented on a PC have no case about analysis of vulnerability. So, in this

paper derive security review and vulnerabilities analysis of implemented on a PC.
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BB4BD76C JE SHORT BB4BD?73
®84BD76E|| - 1BCB o | SEB EA¥EAX ... .
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st¥l vt2E7|E RS sEhE )3},

nxaE7] 2% BAL (29 1) 2o (29 9)9 H2
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B7b EAL == Zlo] ofuel AMEAZE 9Ee PINS ThA
SHA1L siAlste] AA®E grelth o]F dAd Aiks AA
SHAL 314 gt C& (¥ 12)8F #Zo] 40 Hlo]E ko] Hof
AES 5353 2=y gEgtoz AR

olF, AdE AES EHust ghe= 7|5 o] &3t s
g waE 7] e ﬂzﬁ}zﬁ}.

(17 13)9) 9aslel mimEly] Aus (1d 14)9) 2o] OTP
Z2a3 A A AR dde] AFE 48 vlo|E grolth,
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- - -

FOP ESI

JEl PIN_| SHA- 1°H}\|ﬂ l ........ ......... ......... .......
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=]
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Address |Hex dump

080[ 1 ]

@B12D416 | 94 G2 @9
@e12p42@ |29 Fe 2D 27 22 @9

(38 9) 2k Ast &

6B E2 38 42 A5 BC A7.D6 9F| =."Z1k7B?Mi
2 97 6B 31 54 BO A5 42138 E2 > w2112 e8

BE12D3IF8
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A D TAGR
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PCOIl EfXH= OTPSl FAUH =

BB40AF3C 51 PUSH ECX
BB4BAF3D 8D5424 24 |LER EDX, [LOCAL.1891
BAF41 68 80000000 |PUSH 80
DB40AF46 52 PUSH EDX
BBE4BAF47 894424 38 |MOU DWORD PTR §8: [LOCAL.1@61,EAX
ES FO150100 |CALL P041C540
DB40AF50 8BB424 EBB1B{MOV ESI,DUORD PTR SS:[ARG.21
BB4BAFS? 8D8424 ECOOO(LEA ENX. [LOCAL.611
BAFSE 8D4C24 58  |LER ECH, [LOCAL.981
DB40AF62 58 PUSH EAX
BB46AF63 51 PUSH ECX
BAFG4 56 PUSH ESI
E8 B61EG108 |CALL ©B41CD70
BB4BAF6A 8D9424 F8AOG(LEA EDX, [LOCAL.611
BAF7L 8D4424 74 |LEA EAX, [LOCAL.941
BB40AF7S 52 PUSH EDX
BB4BAF76 8D4E 18 LEA ECX, [ESI+181
BO40AF79 50 PUSH EAX
|ae40aF70 51 PUSH ECX AESTE[2C 7| &4 | 8
Dest= PCOTP B8841C548 ’/, ﬂ_"—l! {ﬂ' 40 Hf0|5 | S
d [~
Address |Hex dump ASCIT @812D9C4 1.
96120904 |9A C2 B9 22 B@ 54 31 6B E2 38 42 A5 BC A7 D6 9F| =._"Z1k?Brhiz 8012D99C| | ARABAASA ...
09120904 @8 DA 12 @8 9A C2 @9 22 BO 54 31 6B E2 38 42 AS .7.=."Z1k?B 0912D9A0 | | @912DAB4 | 3.
GB12D9E4 |BC A7 D6 9F 29 F6 9D 77 OB 6P OF O 08 BB 88 08| 2F7>%w .. __.... 88120944 | BB12D2D8 g%‘-
(O8 12) AES 5353} 22 7| A/ 40 Hto| |2zt
BA4BAT62 50 PUSH EAX
PO4PATG3 51 PUSH ECK
BO40AF64 PUSH ESI
EB P61EG16A |CALL 0@41CD78
PO4BATGA 8D9424 F8POB{LEA EDX, [LOCAL.61]
BO4BAF71 8D4424 74  |LEA EAX.[LOCAL.94]
BA4BAF7S 52 PUSH EDX
BO4BAT76 8D4E 10 LEA ECK,[ESI+18]
BO40AF79 50 PUSH EAX
| Ba46aF20 51 PUSH EG
Dest-PCOTP. 6841CD78 ot=3slel oA 7| |
Address |Hex dump [ TN | ee389D32 | 27.
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BA3B9D52 22212022 @812D998 || B812D9C4 *1I:.
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MOU ECX.DWORD PTR S%:[ESP+BAB1
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(E 3) DtAHY| 253 A3st i1l A4S

#include (stdio.h)
#include (string.h)
#include (stdlib.h>
#include "aes.h” , ,
#pragma comment(lib, "libeay32.1ib”)
#pragma comment(lib, “ssleay32.1ib")

\{foid main()

int i:

AES_KEY dkey:

//AES 353} 7]

unsigned char key(40)={0x9A,0xC2,0x09,0x22,0xB0,0x54,0x31,0x6B,0xE2,0x38,
0x42,0xA5,0xBC,0xA7,0xD6,0x9F,0x00,0xD1,0x12,0x00,
0x9A,0xC2,0x09,0x22,0xB0,0x54,0x31,0x6B,0xE2,0x38,
0x42,0xA5,0xBC,0xA7,0xD6,0x9F,0x29,0xF6,0x9D,0x77} ;

//%53E vkaE7) AR

unsigned char ciphertext1(16)=1{0xF3, 0x12, 0x47, 0x34, 0xD7, 0x0F, 0xA7, 0xB3,
0xF0, 0x23, 0x12, 0xDB, 0x64, 0x4D, 0x51, 0x3F}:

unsigned char ciphertext2(16)=1{0x9C, 0xEC, 0xD9, 0xB3, 0x0A, 0xA7, 0x04, 0x63,
0xCD, 0xB8, 0xDE, 0x41, 0x04, 0x1A, 0xB0, 0x28}:

unsigned char ciphertext3(16)=1{0xB7, 0xC3, 0xF1, 0x83, 0xEF, 0x55, 0x8B, 0x08,
0x04, 0xAD, 0x23, 0x4F, 0x82, 0xC0, 0xFE, 0x3E}:

//er=El7] AA $1A]

unsigned char plaintext(16];

/* AES 533} gl= 7] AAY/
AES_set_decrypt_key(key,128 &dkey):

/* AES 233} (ciphertextl)*/
AES_decrypt(ciphertextl, plaintext,&dkey):
printf(’ \nplalntext \n");
for(1=0 : i(16 : i++)
) printf('%OZx " plaintext(i]):
printf("\n"):
/* AES H33}(ciphertext2)*/
AES decrypt(clphertext2 plaintext, &dkey):
for(i=0 : (16 : i++)

printf("%02x ” plaintext(i]):
printf("\n"):
/* AES 233} (ciphertext3)*/
AES decrypt(01phertext3 plaintext, &dkey):
for(i=0 : i(16 : i++)

printf("%02x “ plaintext(i)):
printf("\n"):

4123 OTP A dugls
o%, OTP A4 #4e (27 179 2o (29 187

o] 94 THAel A & i 7St Al2El Akl OTP

44 dueZ F5z qdac A% el A 9% 87

Aol A7 ARAl o ME ghol A HT) o
OTP 44 %uelZ 34 Urs Asfuw (19 19)9 coSoes

ol 2o 8z4e] o] 2A7h vEhdt)
ofF, Al TR AvEw OTP 44 dugs
Foll A gl a7k OTP gho & ARgAbel Al (27 20)2)
Zol AFEE 9T+ AUk (38 17) OTP

= T

PUSH EAX

PUSH ECX

PUSH EDX

CALL 86414160

HOU EAX.DWORD PTR §8:[ARG.521
HOU ECX.DWORD PTR §8:[ARG.531
HOU EDX.DWORD PTR §8:[ARG.511
PUSH EAX

. PUSH ECX

©  8D4424 44 LEA EAX.[ARG.17]

52 PUSH EDX

: PUSH Ep)

P.90414100

Hex_dump [ascrn |
D8 61 42 €91 00 00 UG B0 00 O 00 00 00 08| 7B. [.oneunnn.ns ‘
B0 60 G0 U961 B8 OO 0O 0D 09 O 48 2E 15 00| ....reun... HoL

(2l 18) OTP M &

DS 8A23 32hit @CFFFFFFFFY
FS B@3B 32hit PFFDDBABCFFFY
GS B@8A@ NULL

LastFrr APAAARAA ERROR_SUCCESS

llogr —



PCOIl EfTHE! OTPOl FUE =4 369

- E8B 68D90ABA CALL <JMP.&MSUCRT.sprintf> Junp to msucrt.sprintf =’)Z @ DS 8823 32h
. BE7424 78 HMOU ESI,DMORD PIR §§:[ESP+781 S ® FS Ba3E 32h:
- 6n 0B PUSH T8 G5 PAAB NULI
. 68 26DB428@ |PUSH OFFSET PCOTP.BR42DB28 ASCIT za8d" oo
- 56 PUSH ESI 0 8 LastErr 860¢
. ES 4FDI0BE@ |CALL <JMP.BMSUCRT.sprintf> Junp to msvort.cprintf
. 8B4424 78 | MOU EAX.DUORD PIR §S:[ARG.381 EFL B@80R286 CHO,
. BD7C24 28 |LEA EDI.[ARG.181 MO BOGe Guea Ber
- 83C9 FF OR EC.FFFFFEFF M1 BEDB OU3B B
. B3C4 18 DD ESP,18 M2 @E12 D284 B0
- 8Dp1438 LEA EDX. [ESI+EAX1 MM3 BEDB OU3B Bas
. XOR_EAX,EAK HH4 BE12 DIFE GoK
12D5D41=-A912D834 )bll,g% QTP aﬁ %l MM5 G008 9202 66K
7ce l—ti\ HH6 B499 EAnd go;
iz v2E9_ooea a6l

Hex_dunp 8] 0p120564 [EETRV TN
D8 61 42 B0 B1 GG B0 90| ©A 0@ B0 60 BA BA 00 B0 |7B. 88420828 | (?. |ASCIT "z@d"

BB 60 A3 B0 A1 PA A7 AA PA PP GO AA 48 2E 15 @8 |.... B11F77C9 (79

F6 65 17 @0 09 00 80 @9 13 @9 8@ B9 3F E5 D1 77 |7 6@1207DC EE};

FF FF FF FF 0@ 0P @7 60 PA AP 60 AG 89 6B 0@ A8 77BE1881 |7 & |nsuert._mbsenp

(28 19
18839497 PINS SHAIL s§iAlg g A7} AR&-Abeh dEldk PIN9E ®] L
o e o e e A S 4§ AS B & B
(DB ) ssE 0P wAE Al FEe $HT S AL, A2 @ Ol
42, PCOll EfHE OTP M Eo| T3 Xobx 24 EAFSHA Q‘_?i =2 R e v I o %H}% OTP
POl A1 OTPS) 54 34 142 5 e w990 JPSSHER A POt A OTP ot b
o] ExAA F o] 9o . 3
# PC BAT OTPS) 1ok BEAT 0% g g o) TIY PN WS A WA} ohd PING) SHAT 64
o) [e) A
A% <E 459 2Y, <E Do Dol wek ArAg 11, Ge oF AN AGHS
uek AEANG 15 Mt ARANG 16, M ARANG 24, P B ARAY 24

WOl AEANE 2-5 Hol AEAS} 3-1, Bol AEAN 6-1 E55t9 ntaEYE (29 159 2ol 4 #49 9&
of Askaleich. Aoke gl el Awnw opge o, E FS ARl hesin el gd FasAd (9
14 o] OTP Zzag Ax A AYE 5ol A%
. Hor aE}\]'EJ' 1-1 433ty vkAE 7] AEE PINS SHAL A3 o]83}9]
$4 39 24 43 PINE SHAL o)) & Agslel e oo PRI,
Balsholn), B AN SA A9, 35 B2 Aekare Cud AEAR 25
8o AEAF 15 FAAE (1Y 193 2ol OTP A4 el 48 @
PIN ¥l59] & 32 As 7|58 AT ovg FA) o7 AMH = vhaHT] #3E H ﬁiﬁ}"% Hsk= OTP %k

=} o
_ o QAT 4 9 AE = Wz =4 =
= el WA L e #5 gAe Ag a5 BEE T N IS S wseehs o
ZIAF A O] =X [ X
. HoF ZE]EA]'EJ‘ 1-6 sl = Tgo}/v\q‘.
. o —
27 AAR PIN @& B2 S0l AHEHA AW, 2 HEAY 31
TAAE (2" 183 ol OTP A4 Fags d8#e
(E 4 OO SR OTP Hok ZHEAS BHE off 2 OAREEE ARE AR @S 4 -axstel wig Axel
: OTP & w2 31 4 ek A% 4ng 9 - wzay
HF I = =]
. A B OTPE 449 242 FU53T
U ol et AEAT 6-1
NI e PCOl S8 OTP AEel 37 ol
v o 17 =
TR T R 203} o] Ao} A WL 3
YA ul 12 } Bl c -
1. PINQ] TES = 7]”&0 Y E'.?l’ %I_FA__}\].@— 1-4 0 tsgo]— %O % ]:]1;}17—] 7]%7 e
B HEAE 15 X 2 71Ee] FAEA Gt Qe
B dEAgI6] X ol 9FTe e FRG ARE AL
wel gEAG 21| 0
WoF AEA 22 0 e
2. OTP A4S A nf2=E7]] Holk ;EA]-;]— 2.3 0 B PRI 5E
44, #2492 719 nA = -2 Fie: CProgram FilesWINITECHWRCOTPHRCOTP. exe
Wt HEANY 2-4 X
E]_c‘)l. 7\4.‘3‘1*}3& 2,5 X Entrypoint: 00021598 EP Section: |.text ﬂ
3. /K] P = o]le 24194 B File Offset: 00021596 First Bytes: 55,8B,EC,64 ﬂ
1,3_;‘31\6]% H;g— ° H?l' ZéEA}EJ 371 X Linker Infa: &.0 Subsystem: Win32 GUI ﬂ
4. I OTP A4 duels AHS | Bol HEALE 4-1 0
Microsoft Yisual C++ 6.0
1 EALS -
5 oL/dﬂ' OTP ‘il‘?? OELJIE]% /\}% i?l— %E}\]—Y_% o1 0 Multi Scan | Lask\u'lawerl Options ‘ Abaut ‘ Exit |
E]—C\)l' 7\':‘!-]5‘_:-*}60L 5-2 (0] [v Stay on top ﬂ ﬂ
6. OTP Tz 1o Ay slo] oF AEAE G-
Erbsees 4/ i (T2 21) PC OTP A8 =224 542! of gol
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A HEds /W Ao OTP AEEe 4¢ shuel
OTPE o3 Mu|AE MEH oz o]§d = vt PCAl &4
H OTP Al Fopxdol EAlshd A= PCol #Ald
OTP AF& &4ste] ABe AHEAR §ga) vhakad Anl=
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