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A Direction of Convergence and Security of Smart Grid and Information Communication
Network
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ABSTRACT

This Study suggests security directions to reconstruct separate network of Smart Grid and information communication network as
one communications system and implement Smart Grid integrated information communication network. In addition, it suggests
prevention directions to prevent future cyber attacks by reorganizing network as the key three-stage network and separating TCP/IP
four layers that consist of existing information communication network from Smart Grid. Moreover, it suggests the foundation for
the study and the test by providing current problems of Smart Grid, weak points, and three security models. This study is
meaningful to suggest development directions and situations as a technology of future-oriented electric industries, integrate attacks
and preventions of TCP/IP Layers with Smart Grid, and seek for a new technology of Smart Grid and future tasks for Smart Grid
information security.
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Table 1. Grid .vs. Smart Grid
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Table 2. Analysis on Weak Points of Information
Communication Network and Smart Grid

Firmware RAM(Random Access Memory), frequency

Hardware

Control Malware

malicious software, malicious code
Ping of Death
Syn Flooding Attack
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Man In the Middle Attack, Fake
Access Point, Dos(Denial of Service)
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2.2.2. SGN(Smart Grid Network)
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Table 3. Pattern for attack

Remote Finger Printing / IP Scanner / Port Scanner / Third Party Effect
Trinoo Attack / TNF Attack / Stacheldraht Attack / TEN2K Attack
Remote Active Attack / Etc
IP/ E=mail / Web / ARP / DN§

Syn Flooding Attack / Smurf Attack / UDP Flooding / Brute-Force Attack /
Land Attack / Tecrdron / Targa / NewTecr / Nestea / Ping of Death /
Inconsistent Fragmentation
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Hub Attack / Switch Jamming / ARP Redirect / ICMP Redirect / ICMP
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Table 4. Directions for Domestic and Overseas Smart
Grid Security Policies
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