= 10-35-04-16 PEEAI83) = 4] '10-04 Vol. 35 No. 4

—_

SVC wltje.e] ASH F=e A2l 2AIYEE
¢=3l 71y
Fus A F P, 7 A, gEn 7

An Adaptive Scalable Encryption Scheme for the Layered
Architecture of SVC Video

Kwang-deok Seo*, Jae-Gon Kim** Lifelong Members, Jin-soo Kim*** Regular Member

(=] ok
= b ]

B =24 SVC o AZA vl Fxdl A8Aq 2Adeld okt WS Ak Ase oast
7IE SVC 9] vt AR FL= 4 XSS zesi vk AF R AP s i =S 2
t otEst dueES AR AAAL vvle Ao S WAfle] BE vt AlFel Hd9 tas
daelES Mo Heshs 7129 whiin e, vk A3 T8l uiwlsle ohast g ApEAe
2 Aoz F23 delelE Eishe M vitlL Al 3 2HE wA fAlska, AMHeE Sk
7b BIAE 49 Hiel e A disixe Est Aot G ¢hest daEEe A8 o s St
of Ak 81 AL E ¢t /e ZEgde ASU

Key Words : Scalable Video Coding, Video Encryption/decryption, Information Security =~

ABSTRACT

In this paper, we propose an adaptive scalable encryption scheme for the layered architecture of SVC video.
The proposed method determines an appropriate set of encryption algorihms to be applied for the layers of
SVC by considering the importance and priority relationship among the SVC video layers. Unlike the
conventional encryption method based on a fixed encryption algorithm for the whole video layers, the
proposed method applies differentiated encryption algorithms with different encryption strength the importance
of the video layers. Thereupon, higher security could be maintained for the lower video layer including more
important data, while lower encryption strength could be applied for the higher video layer with relatively less
important data. The effectiveness of the propsed adaptive scalable encryption method is proved by extensive

simulations.
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