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ABSTRACT

IPTV(Internet Protocol Television) is an emerging technology in which telecommunication and broadcasting
technologies are converged. IPTV service providers usually multicast scrambled contents. And only legitimate
subscribers who pass the access control can de-scramble and use the contents. In order to ensure revenues,
providers oftentimes employ password-based authentication protocols that ensure secure authentication processes
between set-top box and smart card. In this paper, we propose a fingerprint-based 1-out-of-n authentication
protocol which provides convenient and more secure authentication process in some organizational
environments. The proposed scheme shows that only those who provide legitimate fingerprint information can
be authenticated even in a situation that both password and smart card are compromised.
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