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ABSTRACT

In recent, artificial immune system has become an important research direction in the anomaly detection of
networks. The conventional artificial immune systems are usually based on the negative selection that is one
of the computational models of self/nonself discrimination. A main problem with self and non-self .
discrimination is the determination of the frontier between self and non-self. It causes false positive and false
negative which are wrong detections. Therefore, additional functions are needed in order to detect potential
anomaly while identifying abnormal behavior from analogous symptoms. In this paper, we design novel
network attack detection and response schemes based on artificial immune system, and evaluate the
performance of the proposed schemes. We firstly generate detector set and design detection and response
modules through adopting the interaction between dendritic cells and T-cells. With the sequence of buffer
occupancy, a set of detectors is generated by negative selection. The detection module detects the network

OB =R 20099E wSTREY | AR A ] x]91-E wbol el 7) 23 7A1]1%1(2009-0077301)
* ARoishn AFeigetsl o Agosha TR dAARA ST AR
¥ 3 KICS2009-10-494, A4UA) 20094 1094 29¢, HE=EA4AA: 20104 349 24

566



=%/ WDM el AgHA A ko] UEHR FA A Alo] 2 % g 71 AA

anomaly with a set of detectors and generates alarm signal to the response module. In order to reduce wrong

detections, we also utilize the fuzzy number theory that infers the degree of threat. The degree of threat is

calculated by monitoring the number of alarm signals and the intensity of alarm occurrence. The response

module sends the control signal to attackers to limit the attack traffic.
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Table 1. The nine linguistic fuzzy set

Linguistic Terms | Generalized Fuzzy Numbers
Absolutely-low(0) | (0.0, 0.0, 0.0, 0.0 ; 1.0)
Very-low(1) (0.0, 0.0, 0.02, 0.07 ; 1.0)
Low(2) (0.04, 0.1, 0.18, 0.23 ; 1.0)
Moderately-low(3) |[(0.17, 0.22, 0.36, 0.42 ; 1.0)
Medium(4) (0.32, 041, 0.58, 0.65 ; 1.0)
Moderately-high(5) | (0.58, 0.63, 0.80, 0.86 ; 1.0)
High(6) (0.72, 0.78, 0.92, 097 ; 1.0)
Very-High(7) (093, 098, 1.0, 1.0 ; 1.0)
Absolutely-high(8) (1.0, 1.0, 1.0, 1.0 ; 1.0)
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Table 2. Similarity of nine trapezoidal fuzzy numbers

Linguistic Terms coG S(AB)
Absolutely-low(0) (0.00, 0.09) 0.101
Very-low(1) (0.03, 0.10) 0.132
Low(2) (0.14, 0.10) 0.235
Moderately -low(3) (0.29, 0.11) 0.421
Medium(4) (0.49, 0.11) 0.713
Moderately -high(5) (0.72, 0.11) 0.813
High(6) (0.85, 0.11) 0.625
Very-High(7) (0,97, 0.10) 0.398
Absolutely-high(8) (1.00, 0.13) 0.348
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Fig. 14. Attack response mechanism of Caution Module
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Table 3. Performance comparison of detection schemes

22714 NS Threshold
H7F 85 " -based -based Proposed
FP 16s 14s Is
(21.1%) (18.9%) (1.6%)
TP 60s 60s 60s
(78.9%) (81.1%) (98.4%)
EN 2s 2s 1s
(4.5%) (4.3%) (1.9%)
IN 42s 44s 53s
(95.5%) (95.7%) (98.1%)
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Fig. 16. Performance Comparison of Detection Schemes
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