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ABSTRACT

The use of RFID recently tends to increase and is expected to expand all over the industry and life. However, RFID is much vulnerable to
the malign threats such as eavesdropping, replay attack, spoofing attack, location tracking in the process of authentication. In particular, it is
difficult to apply authentication protocol used in the other previous system to low-priced RFID tag. After all, this paper suggests the scheme of
efficient authentication protocol for RFID privacy protection. Compared to the previous scheme, suggested scheme reinforces the checking
process of transmission data and is secure from eavesdropping and spoofing attack. It minimizes the operation work of the tag and is very
useful to apply to the low-priced tag. It also has the merit to confirm the efficiency of communication by reducing the communication rounds.
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