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ABSTRACT

The Kad network is a peer-to-peer (P2P) network which implements the Kademlia P2P overlay protocol. Nowadays, the
Kad network has attracted wide concern as a popular architecture for file sharing systems. Meanwhile, many problems have
been coming out in these file sharing systems such as freeriding of users, uploading fake files, spreading viruses, and so on.
In order to overcome these problems, we propose an incentive mechanism based on game theory, it establishes a more stable
and efficient network environment for Kad users. Users who share valuable resources receive rewards by increasing their
credits, while others who supply useless or harmful files are punished. This incentive mechanism in Kad network can be used

to detect and prevent malicious behaviors of users and encourage honest interaction among users.

Keywords: Kad, P2P, incentive mechanism, game theory

I. Intrduction

With the development of information tech-
nology and internet, more and more in-
formation resources have been provided to
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online network, thus, how to get valuable
information on the enormous Internet has
become an increasingly concerned problem.
P2P network, as a rising network computing
model, moved the traditional server-and-client
network model into the distributed network
model. P2P becomes a powerful emerging net-
working paradigm which permits sharing of
unlimited data and computational resources
in a distributed, fault-tolerant, scalable, and
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flexible manner. Fortune magazine calls it
as one of the four technologies which will af-
fect the future of Internet.

A variety of P2P protocols(1](2)(3)(4)(5)
[6](7] have been proposed in recent years.
One of them protocols is known as
Kademlia(l), which is mainly based on us-
ing a distributed hash table in the protocol
construction. Kademlia protocol was pro-
posed by P. Maymounkov and D. Mazieres
in 2002. Also, the protocol used a novel
XOR-based technique for resources lookup.
Due to its high efficient routing capability
with self organizing, scalable and robust
properties, many widely deployed structure
overlay networks used in the Internet to-
day(i.e. BitTorrent, OverNet and eMule)
are based on the Kademlia protocol.

The Kad network is a DHT-based P2P

network that implements the Kademlia :. -

protocol. Each node in the Kad network has
a unique 128-bit identifier (NodelD) which
is normally created by IP address. Extended
to publish or query scheme, each file will al-
so have a unique FileID which has the same
length as the NodelD. The file information
will be published to the nodes who have the
same or similar NodelD to FileID. In addi-
tion, to enhance the search efficiency, each
node has several corresponding keywords
and each keyword also has a unique hash
value which constructs a key-value pair.
Routing in the Kad network is performed
using these identifiers and the XOR metric,
which defines the distance between two no-
des as the bitwise exclusive or (XOR) of
these identifiers interpreted as an integer.
Routing in Kademlia is done iteratively. A
message to a destination key is simply for-
warded to one of the peers from the bucket
with the longest common prefix to the tar-
get key. To store and search a {key, value)
pair, a node locates the closest nodes to a
key. The k-bucket structure allows Kad net-

work to contact only O(log(N)) nodes during
a lookup. This brilliant design provides a
highly efficient publish and search scheme.

The rapid growth of Kad network also
brings some problems, such as uploading
fake files, spreading viruses, freeriding and
whitewashing(8]. It is well known that Kad
network is widely used as file sharing
system. Each user acts as both client and
server, it benefits from each other and
serves others correspondingly. But, not all
of users are selfless. In a technical report
(9], it mentioned that there are nearly 70%
of users do not want to share any file, -
about 50% of all file searching responses
come from the top 1% of file sharing users.
Even worse, a considerable portion of the
files which few users are willing to share
are fake or infected files. So our target is to
encourage users share their own resources
and guarantee its quality.

We adopt game-theoretic incentive solution
to encourage the cooperation between users.
Game Theory(10) is proved as an effective
tool to enhance the stability of a system to
handle selfish or dishonest users. In parti-
cular, we introduce Prisoners’ dilemma as a
basic framework to achieve our proposal.

In this paper, a game-theoretic incentive
mechanism in Kad network is proposed.
Qur scheme is to encourage the file re-
quester to give the honest evaluation to the
files. Meanwhile the file provider should
make sure the file is correct and the shar-
ing time of the file is as long as possible.
According to this mechanism, we expect to
build an honest, high efficient Kad
network. _

The rest of this paper is organized as
follows. Section II, we introduce some re-
lated works. The detailed design of our in-
centive mechanism is described in section
III. In section IV we evaluate our proposal
by simulation. Finally, we make conclu-
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sions and future works in section V.

Il. Relative Works

Many works focused on two terms. One
is building trust models to support trust
establishment, such as reputation based
trust mechanisms. The EigenTrust sch-
eme{11] is a distributed and secure method
to compute global trust values, based on
Power iteration. The author of PeerTrust
(12] presents a coherent adaptive trust
model for quantifying and comparing the
trustworthiness of peers based on a trans-
action-based feedback system and a decen-
tralized implementation of such a model
over a structured P2P network. The
PowerTrust(13] system dynamically selects
small number of power nodes that are most
reputable using a distributed ranking
mechanism. By using a lookahead random
walk strategy and leveraging the power no-
des, the PowerTrust significantly improves
in global reputation accuracy and ag-
gregation speed. The FileTrust{14) classi-
fies reputation objects into a shared re-
source and a peer respectively. This
scheme reduces the ratio of downloading
untrustworthy resources and conducts dis-
honest feedback. R. Zhou and K. Hwang al-
so present GossipTrust(15), the model com-
putes a global reputation vector through a
recursive process motivated by aMarkov
random walk among nodes of the network.
TrustMe(16) offers another approach to-
ward anonymous trust management.

Another solution is to build an incentive
mechanism to encourage users to cooperate
with each other. To our best knowledge, a
micro-payment mechanism(17]) is probably
the earliest work on designing incentive
protocol for P2P network. It relies on a cen—
tralized server and uses virtual currency to
provide incentive for sharing resource. A

first attempt to formally prove the effi-
ciency of such differentiation mechanisms,
using a game theoretic framework, has been
proposed by Buragohain et al.(18). The
next year, the paper (19] modeled the P2P
systems using the Generalized Prisoner’s
Dilemma(GPD), and proposes the Recipro-
cative decision function as the basis of a
family of incentives techniques. In [20], the
authors model the system as an infinitely
repeated game. In addition. Richard T. B.
Ma and his research team successively pub-
lished three papers focus on game theoretic
approach by providing incentive and service
differentiation in P2P Network(21](22](23].

Actually, most of these works discuss
trust and incentive mechanisms separately.
In a real situation, a trust mechanism
without incentive would face lack of users’
enthusiasm and sparse relationship of di-
rect trust while an incentive mechanism
without trust could induce users’ bad
behavior. Our work draws inspiration from
theses woks, we combine trust and in-
centive mechanisms and create a more ac-
tive and trustworthy Kad network based on
Game theory.

{ll. Our Incentive mechanism description

In this section, we first introduce data
structure and terminology used in our pro-
posal, which is based on Kad network.
Then, we will illustrate interactive process-
ing and algorithm in detail.

3.1 Data Structure and Terminology

There are two basic and crucial concepts
should be introduced firstly.
NID: the identity of a node, which has a
unique 160-bit length hash value.
FID: 160-bit long unique identifier that
denotes a certain file.
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{Figure 1) The whole interaction between users

Secondly, five entities act different roles

in our proposal.
FP: file provider, acts as server.
FR: file requester, acts as client.
JN: judge node, a group of nodes whose
NID are same or similar to a specific
FID, that means FP publish its file
in JN node.
FPN: file provider's neighbor group, whi-
ch means FPN's NID similar to FP's
NID, and store FP's credit.

FRN: file requester’s neighbor group, whi-
ch means FRN's NID similar to FR's
NID, and store FR's credit.

The next, we extend Kad data structure
as follows:
Node: (NID, SFNumber, SValue, RValue,
Credit)
File: (FID, FCredit , STime)

We can learn how many numbers of files
are shared by node from SFNumber value.
SValue stands for the contribution of the
node share its files. RValue means reputa-
tion value, which denotes the reputation of
node. Credit likes a kind of e-currency
which is used for insuring a node that has
the right to download the resources.
Actually, the e-currency can be used on the
internet related commercial applications
such as shopping on the internet and doing

personal investment via internet. It is not
the real money but stands for the money. In
our paper, the Credit stands for the reputa-
tion value.

Meanwhile, FCredit means the quality of
file, and it is equal to the cost of file, which
FR should pay for download the file. In par-
ticular, we confine the FCredit between 0
and 10. STime. it records duration time
that a file has been shared, and its unit is
hour.

Furthermore, the JN node also stores a
history table for the purpose of judging the
given evaluation is honest or not. The his-
tory table records the feedback which is
FR's evaluation to the file according to the
file quality: 1 is good and -1 is bad or fake
file.

3.2 incentive Protocol

Based on Kad protocol, our proposal im-
proves validity by adding game theory dur-
ing the interaction of nodes in Kad
network. File verification and user reputa-
tion mechanism are founded on game theory
is introduced into Kad protocol. The model
of the whole interaction is shown in Figure
1 as follows:

The details will be described step by step
in the following section.

3.2.1 Interactive Processing

We divide the whole interaction among
users into three phases: 3.2.1.1 Query and
download phase. 3.2.1.2 Evaluation phase.
3.2.1.3 Update phase.

3.2.1.1 Query and download Phase
Step 1: To download a file, FR sends a
request to JN whose NID is the
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same or similar to FID of the file.
From the active node in JN, FR ob-
tains FCredit that it should pay for
downloading the file. FCredit also
stands for the quality of the file. If
the file quality is high, FR should
pay more Credit.

2: FR demonstrates that it has
enough Credit to pay for the file.
FR shows a certificate to JN.

3 & Step 4: JN receives the certifi-
cate and then go to FRN to check
FR if FR is honest. Because FRN
has FR's real credit, JN asks FR to
pay 10 Credit as a deposit if FR has
enough Credit. After finishing this
interaction, JN returns remaining
Credit. This step resembles to the
relation between bank and depositor
in the real world. FRN likes bank
which store depositor's saving. FR
has certificate like bankbook. JN
likes a shop. If the depositor wants
to buy something, he first shows his
bankbook to the shop, and then the
shop goes to bank to check whether
the depositor's bankbook is true or
not, If he has enough money, busi-
ness will proceed.

5: After JN gets the FR's deposit,
JN returns FP’s information such as
IP address, UDP port, NID, etc.

6: FR starts to download.

3.2.1.2 Evaluation Phase

Step

1: After finishing download, FR
should check the quality of the file
and send the evaluation to JN, 1 is
good and -1 is bad. There is anoth-
er case, when FR finished down-
loading the file, it doesn't evaluate
the file, and in this case, JN does
not return the deposit to FR as
punishment.

FR

(Drequest and get Fle Credic_

IN FRN FP

2 showCredi

>

Pay depasit

o)

v

(B) Creck FR's Credic

A 4

(5 Retum £2's information

v

<

£13) Downioad form FP

A 4

(Figure 2) Query and download Phase

Step 2: When JN receives the evaluation

from FR. It judges FR whether it is
honest or not, but how to judge it?
We adopt History Table to record
the latest evaluation to the file.
Comparing to the majority evalua-
tion, JN can judge both of sides is
honest or not. JN uses the payoff
matrix (shown in Table 1) to calcu-
late the payoff to FP and FR.

3.2.1.3 Update Phase.
After one procedure finished, JN updates
the value to FP and FR separately.

Update FP's Credi
and File Credi

wmmain deposit

inform FP

(Figure 3] Update Phase
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FR
honest dishomnest
honest 3.3 3, 4
FP R
dishonest -4, 3 -4, -4

(Table 1) The Payoff value

Step 1: According to the calculate result,
JN updates the Credit and RValue
to the node. at the same time, JN
updates the FCredit to the file. The
update process is that JN sends the
result to FPN, FPN updates the
node Credit and FCredit. and then
FPN informs FP to update them.

Step 2: JN returns the extra Credit to
FRN and FRN updates the Credit
to FR.

3.2.2 Algorithm

To well evaluate the RValue and Credit,
we propose two algorithms.

When every procedure finished, JN will
start the Algorithm 1 to calculate the repu-
tation value.

Algorithm 1: Reputation value Calculate

while (one procedure is finished)

{
if (Node act as FP)
{

RValue,,; = Payoff Valueps* FCredit + RValue ;-

Payoff Value;

FCredit; = 1660 *+ FOredit;,

}
Else//Node act as FR
{

RValue g, ; = Payof f Value pp* FCredit + RValue ;1
}
Update: RValue = RValue,,+ RValuey,,
Credit = RValue — FCredit
}
End while

Algorithm 2: Shared value Calculate

When (every 30 minutes)

{

SFNumber
SValue = SFNumber + / FCredit,* STime;
0

Update: Oredit = §Value + Credit

}
End

In Algorithm 1, due to the basic structure
in Kad network, nodes acts as both server
and client. So RValue consists of two values
RValueup and RValuedown. We calculate
the RValueup and FCredit when a user acts
as FP, and calculate the RValuedown when
a user acts as FR. Based on those calcu-
lations, RValue, FCredit and Credit update
its values after each interaction.

Our purpose of define SValue is to en-
courage FP provide better service. Node
sharing its resources also can get SValue to
increase its Credit. And for that reason, we
propose Algorithm 2 which JN to calculate
the shard value every 30 minutes.

In Algorithm 2, the number of shared
files and the length of time every file
shared are two important factors affecting
the Credit. The more files are shared, the
more Credit will be increased.

3.2.3 The Payoff value

In addition, there is another terminology
PayoffValue, which indicates the payoff of
FP and FR gained form game theory.
Compare the majority of the feedback, we
can determine which side is honest or
dishonest. The value of payoff we used in
two algorithms shows in Table 1.

From Table 1, we can see that if the two
nodes are both honest they will obtain 3
Credit simultaneously. Meanwhile, the both
dishonest nodes will be punished and get
-4. Besides, if one node is honest and the
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(Figure 5) Percentage of honest evaluation with
different ratios of malicious nodes

other is dishonest, the honest one will get 3
Credit while the-dishonest will be punished
to lose 4 Credit. As we know, incentive and
punishment are two effective approaches to
regulating node’s behavior. Therefore, we
introduce PayoffValue based on game theo-
ry in Kad network to evaluate peers behav-
iors and build-a stable and efficient net-
work environment.

This process is based on Kad protocol. We
introduce game theory into the interaction
among nodes. Our purpose is to build a
dedicated and honest P2P network. We use
Credit as deposit in our life to regulate the
behavior of the node. In order to increase
Credit, one way is to share its own re-
sources as many as possible and as long as
possible, and another way is to be an hon-
est node which provide honest evaluation.
As a file provider supplies the correct and
high quality resources, and as a file re-
quester feedback an honest evaluation to
the file, the Credit can be increased. On the
contrary, the Credit will be decreased.

IV. Evaluation

To evaluate the performance of our in-
centive mechanism, we launched two series
of simulations based on OverSim(24). In
terms of the first one, we evaluated the
quality of service provided by our incentive
scheme in Kad network. To guarantee the

o

o

——Pure Kad
~#~Kad with incentive scheme

Delay of wach intersection
© 2
L Y

12 3 &5 6 7 8 8% 10111213415

Number of interactions

(Figure 8) Comparison of delay betwsen pure
Kad and Kad with incentive scheme

efficiency and feasibility of our incentive
scheme in the practical implementation, we
monitored the delay happened and made a
comparison between pure Kad network and
the one with our incentive scheme.

4.1 Quality of service on improving percent-
age of honest evaluation

Since there are potential selfish or mali-
cious nodes existing in P2P network envi-
ronment, we launched three series of simu-
lations with different ratios of selfish and
malicious nodes: 10%, 20% and 50%
respectively. We monitored and evaluated
the percentage of honest evaluation from
the whole network for 24 hours. Figure 4
and Figure 5 shows the trends of variation
on percentage of honest evaluation for 24
hours (i.e. the simulation time). We can
learn that the higher percentage of mali-
cious nodes give the more dishonest
evaluation. Meanwhile, the overall trends
show growth since our scheme can help no-
des autonomously adjust their own judg-
ment based on each history log.

4.2 Comparison of delay

In order to evaluate the efficiency and
feasibility of our incentive scheme in the
practical implementation, we randomly se-
lected 15 interactions happened among 1000
nodes and monitored the delay happened.
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As we mentioned in section III, the extra
delay is only happened in Query Phase and
Evaluation Phase. We launched a test mes-
sage in OverSim and monitored its process-
ing procedure. Figure 6 in below shows the
simulation time of delay happened in pure
Kad network and Kad network with our in-
centive scheme. Compared to the pure Kad
network, the delay of Kad with incentive
scheme is negligible.

V. Conclusions and Future Work

With the popularity of Kad network,
more and more fake files and useless re-
sources appeared, Thus, we proposed an in-
centive mechanism based on game theory to
encourage users share resources and feed-
back honest evaluation. In order to achieve
this goal, we applied payoff matrix in game
theory to our mechanism by increasing and
decreasing credit as rewards and punish-
ment to stimulate users be honest, finally
build a honest and stable Kad network. In
our future work, we will focus on how to
improve network load balance and on the
other hand, we would pay more attention to
defending possible attacks such as Sybil at-
tack, Middle attack, etc.
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