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ABSTRACT

It is difficult to identify attacker’s real location when the attacker spoofs IP address in current IPvd4-based Internet
environment. If the attacks such as DDoS happen in the Internet, we can hardly expect the protection scheme to respond to
these attacks in active or real-time manner. Many traceback techniques have been proposed to protect against these attacks, but
most traceback schemes were designed to work with the IPv4-based Internet and found to be lack of verification of whether
the traceback related information is forged or not. Few traceback schemes for IPv6-based network environment have been
suggested, but it has these disadvantages that needs more study. In this paper, we propose the reliable IP traceback scheme
supporting integrity of traceback-related information in IPv6 network environment, simulate it, and compare our proposed
scheme with exsisting traceback mechanisms in terms of overhead and functionality.
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Reconstnxction of saute from marked packets
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Reconstruction of route from ICMF messages
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Marking procedure at router R:

Let Ebe a hop-by-hop options header

Let The 2 traceback information data (Hop, Net!D, IFID, ts, hmac)

Let Hi) be 2 keyed-Hash((Thop|| T.IFID||T.ts) @ T.NetlD)
with R private-key

For each packet w marked with probability p
Write tv hop_limit into 7 Hop
Wiite R NetID into F'NatID
Write RIFID matched with R interfacelD into TIFID
Write time-stamp into T'ts
Write truncated Hyf} inte Zhmac

Write 10111, into E low-order 5bits of option type field
Write 7 into E.data

Append Etothe [Pv6 header of w

(T2 6) Hetst= X JIHy ifl oig guslE

shel g AS FAAL &3 8 vEH= 71
A ol d § 9tk
dubd oz o2z HBE 7| g AR
F zesA] oA Aljbske 95 slgdMe
time-stamp® &3 2E& HHoR o]gstm gl
t}. keyed-hashgtell 2 $2A4 75 A 7psA)
RE. ol-&5led AAHS TAL dh=d o] L8} w3
Sofl we} A2} A2l 28} $A1A7E vl ws}
‘4 @E«—] AR glo] AA vEHAS djEbdql
Aot A F5-5 wsked 238 2 4 ok
Keyed-hashgt2 el (g9 2E o454 A
BE o]48) 2H9Elrt 7R e 72 A4kl
weki] FAA) 434 ARE fx wme HEYs
7% eEl7} A3 keyed-hash ghel ohir] o
Foll exle A5 A& 7174 et
Alkshe 934 714 PPMHM]E 7[uteg 8
B2 e AdEE ﬁW $EAos MEF 3
o] & HRE w73t HopYEof& [Pv6 &t
¢} Hop Limit¥ = 3t-& 22 EAkska, NetIDel
= 2HEl9 488 E M| B3 F4v} 7559 [FID
A& ehErE e Al dEdlo] 2] IDE 8]
g 3935l 71248} times-tampe EHpEV}
AAE FAFF AP RE 3onER 7]3-‘%'}1:]- ulx]
ot Ao Hop, IFID, time-stampg 178}
48v|ER REE F 488|229 NetID9} XOR4)
AL 2H9-e .x:rrﬂi'. sste] 71513k, Ak
ol s3] dmelE2 128 bits oA F8E JA)7)
w4 éf'/l"ﬁl UN-E 3o ER FHejo} g},
4] 7]k G Me v fZlol o sl gk
2 #1289 DGA EEo] AAFsl bloom filter 8
Aog MAsky o] F o]4d o4& sk b
a, Algksle 71949 keyed-hash @& &
7F BHE 5] A2 4] 3 ks o4ty T4

& AFshe 452 AMEHEE 4] 7R 954644
A e S Y A B ZM% 7H
3 Yt

3.3 42 MTN ¥

Adske e FEAHLE A3 Hlse
PPM% 7|Hke 2 317 wliel 323 %9 3%
Tt DDoS%} 22 Apl& AR A4 7% %
Fe AZLE ALdt YEHZ 2 A A28 2}
2& 22A7] Ao PPM 714be] 934 7jgE
ol g3k 2HpEvt VEH I & 2Hd= glo] d5
Aol 7Fesirt.

A HFo) e E F3E o) A= Al A A

Path reconstruction procedure atvictim V:
Let X'be a reconstructed attack path
For each packet w from attacker
IF e lowr-order Shits extention header’s option type field = 101110, THEN
Extract T Hop, T'NetlD, TIFID
Classify Tby THop
Transmit Tto R
then Rcall rraceback informarion data verification procedure
Receive reply message from R
1¥ replay 1ge = verification suceess THEN
AddRinto X
ELSE
Remeve I”
ENDIF
ENDIF

Traceback information data verification procedure at rovter R:
Receive T from ¥
Corpute Hy ()
IF Hy}= T'hmac THEN
Reply verification success message to ¥
ELSE
Reply verification failure messageto V'
ENDIF
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