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A Malicious Process Control System for Protecting Servers from
Internet Worm Attacks
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ABSTRACT

The security systems using signatures camnot protect servers from new types of Internet worms. To protect
servers from Internet worms, this paper proposes a system removing malicious processes and executable files
without using signatures. The proposed system consists of control servers which offer the same services as
those on protected servers, and agents which are installed on the protected servers. When a control server
detects multicasting attacks of Internet worm, it sends information about the attacks to an agent. The agent
kills malicious processes and removes executable files with this information. Because the proposed system do
not use signatures, it can respond to new types of Internet worms effectively. When the proposed system is
integrated with legacy security systems, the security of the protected server will be further enhanced.
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Fig. 1. Packet headers for OpenSSL vulnerability scan
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Fig. 2. Packet headers for MS08-067 vulnerability scan
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Fig. 4. Deployment of a system for removing malicious
processes and executable files
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Fig. B. Creating malicious processes on a victim server
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Fig. 6. Architecture of a system for removing malicious
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Fig. 9. Searching malicious processes and executable files
with ps and lsof
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of worm attack
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