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ABSTRACT

On a Mobile Ad hoc NETwork(MANET), it is difficult to detect and prevent misbehaviors nodes existing
between end nodes, as communication between remote nodes is made through multiple hop routes due to lack of
a fixed networked structure. Therefore, to maintain MANET’s performance and security, a technique to identify
misbehaving middle nodes and nodes that are compromise by such nodes is required. However, previously
proposed techniques assumed that nodes comprising MANET are in a friendly and cooperative relationship, and
suggested only methods to identify misbehaving nodes. When these methods are applied to a larger-scale
MANET, latge overhead is induced. As such, this paper suggests a system model called Secure Cluster-based
MANET(SecCBM) to provide secure communication between components aperANET and to ensure eed. As sudh,
this pand managems suapemisbehavior nodes. SecCBM consists apetwo stages. The first is the preventis pstage,
whereemisbehavior nodes are identified when rANET is comprised by using a cluster-based hierarchical control
structure through dynamic authentication. The second is the post-preventis pstage, whereemisbehavior nodes
created during the course apecommunication amongst nodes comprising the network are dh, thed by using FC
and MN tables. Through this, MANET’s communication safety and efficiency were improved and the proposed
method was confirmed to be suitable for MANET through simulation performance evaluation.
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3.2 Proactive Phases

3.2.1 Cluster Formation
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Initialize
Begin Setup
MYen = unknown;
{ if{Wiasia = MIN(Wiy 1))
{ MYa = MY
Broadcast Cluster(MYiq, MYen);
Z =Z - {(MYqs, Wvi::

}
while(ZI=2)
{ on receving cluster(MYis, Wiw_ia):
if((YOUaCTmrcn) &&
(YOUgv=unknown | | Wyou se>Whay ja))
{ YOUx = MYei
Z = Z = {(YOUq, Wrouja)

}

if((Wvouss = MIN(Woouz))
if{YOUg==unknown)

YOUg = YOUyg;
Broadcast Cluster(YOUg, YOUen):
) Z = Z - {(YOU, Wyousa)}:
}
}
End Setup
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3.2.2 Dynamic Authentication
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Begin Maintenance

if(cluster—head==resign)

{ cluster—-head = pre_cluster—head;
CHig=pro_cluster—headis;
Broadcast Cluster(pre_cluster~heads, CHia)
on receive cluster member // Z configure

{ MYen = CHigs
if{one's role changs}
role change:

else role maintenance;
send to cluster-head one's weight;

Zoluster-head = { Zcluster-head _(CIUSter_headid, Wcluster-head_id)}
pre_cluster-head = min (Wz)

if(node==walk out one's cluster){
iflable to one's cluster-head || distribute gateway
connect}
connect maintenance;
else if(able to other distribute gateway)
connect other distribute gateway;
else if(other cluster—head)
one's cluster—headiy = other cluster—headia;
else
" one's cluster-headic = one's cluster—-headis;
}

End Maintenance
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cluster manager, cluster header, member node generate public/private key
SEND CM Broadcast all node in cluster
Begin  Authentication between cluster manager and cluster-head

SEND CH—CM RV llid,, )| GK yll Py il id ey, ) Sop) Do
STORE idy,, P, GKyof CH;
{BV Ik i i} 5 VPer,

RECEIVE CM
SEND CM—CH;

RECEIVE CH; if (send RVi==receive RV7)
{
STORE Ky, oy, iy,
)
else fail authentication
END

ig 5. Zei2E Al gRiaE Sz Alle QF A
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Begin  Authentication between cluster-head and cluster-head

SEND  CH—CM {z’dc,k||idc,,}||RV2|M idc,,‘)smllf RV;litid ) SE;;“
id‘-'ha } Pen, ! Hev-cn

RECEIVE CM  check share key

SEND CM—CH; (édcml|id(;h7“RV3||{idcm)scm“pchi“(RV2|Hidc},’l
s C;S”idﬂ"f }Pch, Voo

RECEIVE CH;  check share key
STORE id,, P, of CH;

SEND  CBy-CM {idy, lide | RVlltidg, ) g I BVllidy, i id,, )

CRy

Suhy }ch, V. cn
RECEIVE CM  if (send & Vy==receive RV3)
SEND CH;
Lidell Wt RV| 1 it} S ol Dog 11 RV
édchinu’dc,,j}schj_)pm’),(a,,m
else deny
RECEIVE CH; if (send RVj==receive BV))
{ STORE idy, P, of CH,
SEND CH;
Cidopllid 1 id ) 5 1 idpf1 By o, 11
RV(RVyipg, )
else deny
RECEIVE CH; if (send RV, ==teceive RV

SEND CH; (idchl”idch,midch,} 5., WR V5’Km—ag
]

else deny
RECEIVE CH; if (send RV==receive B V)
authention success
else authentication fail
END Authentication between cluster-head and cluster-head
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Begin Auth ion between cluster-head and member node
SEND CH/—M request member node public key {idcki“{ idch,) 8 ol P,
1BV}
RECEIVE M STORE id,,, P, of Ci

SEND M—CH; | idmuidc,,jupmilRV6||RV;|H i} 8,1 Py

RECEIVE CH;  if (send R Vg==receive RV})

{
STORE  id,, P, of M

SEND M [idchjl“idch.}sch',“ GK,,,,I,HSMMHR Vy

142V},
)
else deny
RECEIVE M if (send RVy==receive RV7)
{
validation sm,,
STORE lf%'](’chf of CH;
}
else fail authentication
END
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step 1 : Select CM through Clustering process

step 2 : Establishment Key between Cluster
configure elements

step 3 : Performance Cluster based Dynamic
Authentication
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step 1 : Pre_cluster-head — cluster-head

step 2 : Clustering process

step 3 : Establishment Share Key between
cluster manger and cluster-head

step 4 : Authentication between cluster manger
and cluster-head

step 5 : Establishment Share Key between
cluster-head and member node

step 6 : Authentication between cluster-head
and member
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step 1 : a4 — CH, : “dm“idch,lll'n;”RVln
cHl{id,}s,.} Pan

step 2 : Generate Gk, and Notice CM,
existence member node

step 3 : CH, —> M, : {idd‘,uidm[[ﬂn[[{idm}sché
IGE sty

setp 4 : Authentication between cluster-head
and member

step 5 : CH, —CH; : Register,
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