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Abstract

This paper proposes a new authentication protocol for the LR-WPAN. In order to guarantee the reliability and safety of
a protocol, this protocol uses the hierarchical authentication approach. In addition, in order to reduce the impact of the
denial of service attack, the proposed protocol performs the authentication between a parent router and a joiner device
prior to the authentication between a trust center and the joiner device. Moreover, this protocol reduces the authentication
delay by decreasing the number of message exchanges during authentication procedure. This paper evaluates the safety of
the proposed protocol by the security analysis and reliability of the proposed protocol by the GNY analysis. This paper
also compares the number of message exchanges of the ZigBee authentication protocol and the proposed protocol when
denial of service attack occurs to evaluate the resistance of the proposed protocol against the denial of service attack. We
also analyze the delay for authentication of the joiner device through the implementation of both protocols. Those results
show that the proposed protocol effectively protects networks from the denial of service attack and reduces the time for
authenticating the joiner device up to maximum 30% as the number of hops increases.
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Fig. 7. The device that was used in the experiments.
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Table 1. The environment of protocol implementation
71714 Aiji ZDB Version 2.0
Chipset Chipcon CC2430 (supports 802.154)
ZigBee M4 Release 16
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z2 4 IEEE 802154 MAC
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Fig. 8. The captured messages during experiments.
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Table 2. The processing delay of each protocols.
Protocol Single hop Multiple hops
ZigBee 95.115 ms 196.248 ms
Proposed 85.414 ms 159.203 ms
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