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Abstract :

User authentication is an important requirement to provide secure network service.

Therefore, many authentication schemes have been proposed to provide secure authentication,

such as key agreement and anonymity. However, authority of scheme is limited to one's self. It

is inefficient when authenticated users grant a certification to other users who are in an

organization which has a hierarchical structure, such as a company or school. In this paper, we

propose the first authentication scheme to use Attributes-Based Re-encryption that creates a
certification to other users with specified attributes. The scheme, which has expanded from Rhee
et al. scheme, has optimized computation performance on a smart card, ensuring the user's

anonymity and key agreement between users and server.
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Table 1. Terms used in Rhee et al. and proposed
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Fig. 1. Relation between Rhee et al. and
proposed algorithm
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Table 7. Comparison of complexity of scheme
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