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Analysing and Neutralizing the Stuxnet’'s Stealthing Techniques

oIYE, Yy’

3 —

Kyung—Roul Lee’, Kang—Bin Yim"

2 Al]HH Y A4S AFetal e AAFEQ Stuxnetol] sl A7fshal,
o S diell EAst I o] e A8 Weks Aeth Stuxnetd} 2
&l o] FAAY A7 AME ol5e] AHEst=
= w4 A3, Stuxnet2 S P FUEY] 24E st
FAEEAA olBejE] 7S &8 7Y AN LA 2E SetolH ] FE ool E 283
Al q tuxneto] sk 9 24 7ol g £4 2AE

AN, APs B3l AA FEst bs e E9skth

e rie
s
Mo
-3
X
rir
w

Abstract

This paper introduces Stuxnet, a malicious ware that presently stimulates severity of the cyber warfare
worldwide, analyses how it propagates and what it affects if infected and proposes a process to cure infected
systems according to its organization. Malicious wares such as Stuxnet secretes themselves within the system
during propagation and it is required to analyze file hiding techniques they use to detect and remove them.
According to the result of the analysis in this paper, Stuxnet uses the library hooking technique and the file
system filter driver technique on both user level and kernel level, respectively, to hide its files. Therefore, this
paper shows the results of the Stuxnet's file hiding approach and proposes an idea for countermeasure to
neutralize it. A pilot implementation of the idea afterward shows that the stealthing techniques of Stuxnet are
removed by the implementation.
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Fig. 1. World wide distribution of Stuxnet.
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Fig. 2. File components of Stuxnet.
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00000080k:
00000030k
000000a0k:
000000kOh: (3
000000:0h:
00000040h:
000000e0h:
000000£0h:
00000100

00000110

00000120

00000130h:
000001 40h;:
00000150h:
00000160h:
00000L70h:
00000180kt
00000190k:
000001a0h:
0000010k :
000a01e0h:
000001d0h:
000001e0h:
000001£0n:
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Fig. 3. File path in “Copy of Shortcut to”.

DOD0ODE0h:
00000090n:
000000a0n:
DO0000hON:
000000cOh:
000000d0R: g
0O0000e0k:
DO00ODLON:
000001000
00000110
ooD00120
0aoo0a13o
000001400
00D00150n:
000001 60h:
0O0001700:
OO2001800:
DOo0a190
00000180
DO0001h0!
00o0g01eD
00000 Ld0h:
000001 e0n:
000001E0R:
DOCO0Z00h:
DO000Z 10h:
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Fig. 4. File path in "Copy of Copy of Shortcut to”.

00000080k:
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Fig. 5. File path in “Copy of Copy of Copy of
Shortcut to”.

000000&0h: ¥
000000900

000000ad!
00000000
000000c0;
0000000k
000000=0h: @
0DD000L0h
00000100h: M
00000110h:
00000120h
000001300
00000140h:
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Fig. 6. File path in “Copy of Copy of Copy of Copy
of Shortcut to”.
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Fig. 7. Hiding files after running Stuxnet.
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Fig. 8. File search result before neutralizing Stuxnet.

[1224]explorer exe-- =kernel32 dll-- =FindMextFilew 0:01001184-- 03581600
[1224]explorer exe-- =kernel32 dll-- =FindFirstFils'W 001001188 03581580
[L1224]explarer . exe--=kernel32 dll-->GetProcAddress 0x01001268-- >5C2E7774
[1224]explorer exe-- =kernel32 dll-- =ntdll dil-- =Nt QueryDirectoryFile  0x7C801228-- =035614C0
[1224]explorer . exe-- =advapi32.dil-- =kernel32.dl-- =FindFirstFileEx'W  0x77FS1060--=03561700
[1224]explarer . exe-- radvapi3z. dll-- =kernel32.dl-- =FindNextFileWy  0x77FS1064--=03561600
[1224]explorer exe-- =advapi32 dl-- =kernel32, dli-- =GetProcAddress  0x77FS1218--=5C2E7774
[L1z24]explorer . exe-- >advapi3z.dil-- =kernel3z. di-- =FindFirstFilew 0x77F51234-- >03561580
[1224]explarer . exe--=user3z, dl-- =kernel32, dil--=FindMextFile\w 0x77CF12B0-- 03561600
[1224]explorer exe-- =user32, dll-- =kernel32, dil-- =FindFirstFilew 0x77CF12B4-- =03561580
[L224]explorer . exe--=user32. dl-- =kernel32 dil-- =GetProcAddress 0x77CF133C--=5C2E7774
[1224]explorer exe-- =qdi32 dll-- =kernel32. dll-- =GetProcAddress 0x77E210B4-- »5C2ET7774
[1224]explorer exe-- =shell32, dll-- =kernel32 di-- >FindFirstFileExW  0x7DSA13B0--=03581700
[L224]explorer .exe--=shell32.dl-- =kernel32 dil-- =GetProcAddress 0x705A15A4-- =5C2E7774
[1224]explorer exe-- =shell32, dll-- =kernel32, di-- =FindFirstFilew 07054 15E8-- =03561580
[1224]explorer exe-- =shell32, dll-- =kernel32 dil-- =FindMextFilew 07054 15EC-- 03561600
[L224]explarer . exe--swininet . dll-- skernel32. dil-->GetPraciddress Ox 7666124 -- =5CZET 774
Mzrdlevnlnrer . ye--wws? 37.dl--skernel32 dll--=GetProcaddress MeF19FINAC-- =50 2F7774
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Fig. 9. List of functions hooked by Stuxnet.

-2 AHEE M2

oy 24
“mrxnet.sys” I} o]
| 37b40) el =5l
oA E AL AT F Atk 53] A== %Y
A28 =gtolwel “Nifs” Tlnfo]~E &elgh A3}
“\DriverMRxNet’¢|2}= Ezto|HH S 712 tju}o)
27} 819 ASel olgfxE A FAT F glon
ol 18 109 YeERATE AA “mrxnetsys” =2t
o|HE HHAR gelstd
loAttachDeviceToDeviceStack &7} import® A&
& F slerw ofF I¥ 119 YEiith

ToAttachDeviceToDeviceStack S o]-&3ale] w1

fru
[r
i)
=)
)
jud}
2
[>
>
Y 1T

AT 841

= = 147§

- DRY WFileSysternitMts
= DEY (unnamed)
MED WDeviceWHarddiskVolumel
= ATT &ttached: (unnamed) - WFileSystemtsr
ATT attached: (unnamed) - WhriverthMRxMNet
—--DEY Whifs
= ATT &ttached: (unnamed) - WFileSystemtsr
JBTT Attached: (unnamed) - DriverttRxhet
+- DRY WFileSystemfrR AW

2 10. NTFS E2jo|b| AEH
Fig. 10. NTFS driver stack.

% 0o011co0 loCreateDevice rtaskrrl
I%DDDHEM loDeleteDevice ritoskrnl
I% ooo1cos |oR egisterF =R eqgistrationChange rtaskrnl
%DDD‘I‘ICDC ObfDereferencelbject ntoskrnl
%DDD‘I‘IE‘ID laDiverQbject Type ntozkrnl
% ooo11c14 Ritllritl nicodeSting ritoskrnl
I%DDDHUB MmGetSystemBoutinedddress ritoskrnl
% oooiicic lofCompleteRequest ntaskin
%DDD‘I‘IEQD KeDelayE wecutionT hread ntozkrnl
%DDD‘I‘IE% ExFreePooly/ithT ag rtaskrrl
I% ooo11c28 ErtillocateMool ritoskrnl
I% ooot1czc lofCallDriver ritoskrnl
%DDD‘I‘IEBD IoDetachDewce ntoskrnl

% 0o011C38 loFreekddl rtaskrrl
I%DDDHEBE MmUnlockPages ritoskrnl
I% 0oo11c40 MmProbedndlockPages ntaskrnl
% 00011C44 lodllocatebdl ntoskrnl
% 0o011C48 loFrest/ark |term rtaskrrl
%UDUHHC Mmi apLockedPagess pecifvCache rtaskinl
I% 00011C50 loQueusiy/arkltermn ntoskinl
% 00011C54 lodllocateiw orkltem ntoskrnl
% noo11chs toupper ntozkrnl
% 00011CsC TREMINOYE rtaskrrl
I% 0o0011Ce0 FeTickCount ritoskrnl
I%DDDHEM KeBugCheckEx ritoskrnl
% 0o011ces Rl rusind ntaskin
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Fig. 11. Imported function to attach the 'mrxnet.sys
driver.

- DRV WDrivertMHAxzNet
DEY (unnamed)
DEV (unnamed)
DEY (unnamed)
DEV (unnamed)
DEV (unnamed)
DEVY (unnamed)
DEV {(unnamed)
DEV (unnamed)
DEY (unnamed)
DEY (unnamed)
DEY (unnamed)
DEY {(unnamed)
DEY (unnamed)
DEVY (unnamed)

+ DRY WDriver#tmssmbios
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Fig. 12. List of Inserted devices.
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Fig. 13. Flow of function calls after IAT hook.
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RtlInitUnicodeItring [ ESNTFISN=mne,

status = IoGetDevicelbjectPointer (| £NTFSMName, FILE_ ALL_ ACCESS, &pFilecChiject, sNTF3Cbject

LW W HTFS™) 2

Y

if { !'NT_SUCCESS | status ) |

{
DbhgFrint [ "IoGechewvicelhjectFPointer () Fail!ti«r 3 >
return;

¥

TopChiect = NTF3Chject->Driverdbject—>Devicelbject;?

HNextobject = TopChject:

foriindex = 0O:; index < 13: index++)
{

DeviceExtension = HNextObject—>DevicelhjectExtension;
AttachedCbhiject = DeviceExtension->AttachedTo;

if{hctachedCbject != NULL)
IoDetachhevice (Attacheddhject) ;

HNextOhiect = NextObhiject->NextlDevice:

if (NextObject == NULL)
break:;

8 15, Stuxnet mh! ZE| =2iolt| FH3IE 2[§H TE
Fig. 15. Code for neutralizing the filter drivers of Stuxnet.
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Fig. 16. Device stack after neutralizing filter
drivers.
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