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A Study on Certification System for Assurance of Secure
Information Security Product Development
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Abstract

According to IT technology has evolved, a lot of information are moving through network. The correct
internet users can obtain useful information. But incorrect users expose information and cause various damage
for malicious purpose. To solve this problem, various information security products are being developed. For
development of secure information security product, the development process should be secure. Also evaluation
system is being used about product evaluation and security module for the assurance of secure product. In
this paper, we proposed assurance system for secure development of information security product. Therefore
this paper proposed more secure product development and assurance scheme.

Key words : Information Security Product, assurance, Certification System
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Table 1. The domestic present condition of
certification organizations
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Table 2. The present condition of national
cryptography products and separate appointment
products
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Table 3. The present condition of cryptography
modules
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3 CIS-CC V3.1 VSLL
4 SignGATE Crypto V1.1 VSL1
5 Magic Crypto V1.1.1 VSL1
6 Fasoo Crypto V1.0 VSL1
7 SNIPER Crypto V1.0 VSL1
8 XecureCryptoV1.2.4.0 VSL1
10 K-Crypto V2.0 VSL1
11 INISAFE Crypto for Java V1.0 VSL1
12 MPowerCrypto V1.3 VSL1
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Table 4. Internet Security Problems, Threats and
Risks in SANS
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