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Fault Tolerant Processor Design for Aviation Embedded System
and Verification through Fault Injection
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Abstract

In this paper, we applied the forward and backward error recovery techniques to a reduced instruction set
computer (risc) processor to develop two fault-tolerant processors, namely, fetch redundant risc (FRR) processor
and a redundancy execute risc (RER) processor. To evaluate the fault-tolerance capability of three target
processors, we developed the base risc processor, FRR processor, and RER processor in SystemC hardware
description language. We performed fault injection experiment using the three SystemC processor models and
the SystemC-based simulation fault injection technique. From the experiments, for the 1-bit transient fault, the
failure rate of the FRR, RER, and base risc processor were 1%, 2.8%, and 8.9%, respectively. For the 1-bit
permanent fault, the failure rate of the FRR, RER, and base risc processor were 4.3%, 6.5%, and 41%,
respectively. As a result, for 1-bit fault, we found that the FRR processor is more reliable among three
processors.

Key words : embedded system, fault injection, dependability
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Table. 1. Fault injection attribute
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Attributes Value

Fault Type Transient, Permanent, Intermittent
Fault Time Random or Deteministic

Fault P

Location Random or Deterministic
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Fault Model | Biin " Open. short, Bridge
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Interval periodic or aperiodic

2—2 Execution

st=slo] AlEgold ol H}OM\‘J Feol &
ZEJOIE AAstL AlEH oIS FHIT AE
dlold 72 o754y A4 JJr%1°ﬂ E}E} LFEF
AT FAHCE frolg APEAE =] 9

3 R4 055 1Y% ST 0754 4

o] A7}9tAZ value change dump(VCD)S %
o 2 9ol Rddl| wet 74F A3 gds F=
otk £ Ag3gelMe veD 3U# @7, ram
3, HALH F4s A4S 9 49 Y= F
=513 itk A HL L log $A71E Tl 27
gt 4 549 Mt AFA R A%

ot FSL‘ru

4

do

2—3 Analyzer

SyFI £47]= Al&dold o2 2=H VCD
27} w22 dump FYEE Fal AAHY 1 o
& ddett eRd o3t Al2EH 1 {FE

watr] 98 /S FUsHA 2 golden run Al
]O]’E% 38t} Golden un Al EHO)|AS T3

Fd VeDS} W2 dumpdY S HFFY A ET

il

v

o120 ) Bsks} vl 2ok A1de] A
Qe B

I 2% Ay st=9of A

3—1 RISC Processor A4



236

Executor|

Bios

H MM e Fetch mmDecoder

Icache

MMX

T2 2 RISC Z2ZMM AT
Fig. 2. RISC processor architecture

Base risc ZZA|AE SynopsysAtollA] SystemC =
708k RISC(Reduced Instruction Set Computer)”]%k
Z2AA Bdolth 1 2E risc TEA|M FAE
olt}. Risc ZEAA 9] T2 & 1o ;& wo]Ej <]
T A Y GAR U' = ok HEHEAE
instruction cache®]*] 1=3}] memory management
unitMMU)E F3) fetchZ £ 2+ fetchF, 2) A&
H W ol g i Aate] HlolE e} AloJAlsE Tl
T3, registers X33k decoder’t, 3) A AAHE
Fstal A ghe AFEShE executer -2 T ETH
AZEYOE  assembly program©O.Z  ZHAJE
assemblerg 53f 7]A|o1Z Wgitt W gt 7)Ao
F== AlEY ol A& FA9 instruction cacheo]]
2Z(load)dty 229 HHo] I=E MMUS AA
fetchZ ZALHTh Fetchs T3 2= H WH o=
decoder= HEHo] vloJHe AEE 4258 TH5o
ZF}. Risc ZZAA = register 5] decoder W]+
AABI=E AA Huh dHolHe} Ailze
executor 2 AEE o] S Y3t} WHolo 4238
A= decoder® HWA registerol] AH )

3-2 FETCH REDUNDANCY RISC (FRR)

Fetch redundancy risc(FRR)- risc processorE 7|
TZE 514, fetchF-ol 1 7 71He A48
ZAA Rdolt}y, Fetch &L 7|59 &
memory latency S 48} & 4 e 1 A 7]
< 834, redundancyol] 2J3t
o gtk = 1% zhh 71 A
latency S H4-3}gta} FAlo] Al
AE 7S HE8foF gt

¢

MU et Fetch 1
Inst.
vater
TMUZ2 el Fetch? Decoder
Branch
Voter Flaating
TNUS e Fetchid

J2 3 FRR Z2MM HT
Fig. 3. FRR processor architecture

FRRZ o]2jgh 2318 wEa}7] 93) fetch 5
Triple Moduler Redundancy(TMR)E A A3t} 18
32 FRREYS] 7225 HAFETh I He
Hie} Zo] FRR2 WHEol &S F33h= bios,
icache, MMU E2-& 7}7} 253} slof A =g 3
4 AR ZF BECA Yes dolH g3 Aol
S instruction voter®} branch voterS £ LFEHA
ARE A, A s EHsiEE itk s
o] BES A3 otaiAeh HEF o= Ay

=]

T
=

u)

°F

|

o F71Ael & AR+ gtk ot 2 voterd
A AL 52t o) 7 HH
| ARFh

F

O

3—-3 Redundancy Execute RISC(RER)

%A A A3 FRRE fetcholl A TAHE QFE
ot B & 4 ok 28y decoder, executor

I BAE 0FE AZ ¥ 5 g Bl 9

[¢)

29y 7HE H8d ZaAdo] ok Decodero}
executor= fetch®l] B8} memory Fol <t A
< gloy ks 9Ig st=go Atelz=7t A w
2}4 REROIME 3l=9ofredundancy 7} obd Al7H
redundancy & 53l A2 =8 A 7]E WS At
3t} 11 4= A8 RERY] F2E BT 9)
ago)| A He ukel 79] pe control @ Exec voter”}
Z7}= At} Pe_control fetch ZH-E] ¥He WH S
A 7tA o2 2 decoderd] A3}



s AJAES 93k mAZE

MU 1 etch T
[ Inst Executor
vater
U2 etch 2B . IUS i
Branch|
Voter Floating @
1L 3mF etch 3

O 4. RER Z2AM FAT
Fig. 4. RER processor architecture

webA T HEolE 1A AEjshAl Hok Exec
votere TR WY F AHE mlusta A
A, registerd]l A3 S AAE) A rgeg
4 ol 277 Bt A7t FLHA B
“, pe_control 27 A NS E Q7o o] v

o4 th Fawh

off o @ rob

=X [=]
V. L3¢ 244

a9 5¢ 0F T mE AlEd ol Bde)
B HslE HoFa gtk JdoA BHe uie} 7o)
QFFYel gk AlEgold X9 Fejwste 57}
7] €] 7§-°ri s —’F 9)\

- casel:
7 7]“4011 oJ3jx S‘lw‘?rﬂ A= o] o} 75:"
FHE FABIL Ues o]
case2: THE 57 gho] A|2Hlo] A&H o=
A=l ’\]—’5‘5&«] & AP8AE Agse=
FEE omgith
case: TUH F #ho] Alz=Ho] whdE oLy,
zzY ’\fﬁtz AHAZ 0 2 masking =] 0],
MAAR] FEE FAlSkE AS-olth
cased: LFTYOE AlEE ol B 5ol
A8 7otk
caseS: LFTY Aoz Q3] AlEH o)A FA
A7 A7 ZAFelth AlEgold Rde
C++7]9+8} SystemC 2 2HE o] Stk AA 9
HIAS 3] register= WIEZ ﬂ‘ﬁ Ak
Register Z3|3}7] $I3F signalgkoll L5771 24y
g 739, e eHERo7} WAEe], AR

Z2AM A% 2FFUE T AT 237

F2e 0 AW ZRAM Q7T AlEd oA
< FYT Aolry Y A= T-5Y case BF
of we} 717 E57 St £ casel 32 LH{HTY

_ sol

QbASH Aoy, case 24,5 &
go|d F2o] M e ofrgi
2FRFY AYE Z2AN 2l wEt dNH o5
FO)E 2 50084 47 sk &
oA B=nkel 2ol rise ZEAA O] Bla] 17 7
& 7]%o] 284 FRR, RERY ¢tdAo] § &S
el & 4 Qink offg Akol= GAIA 2ol H]
of d7A 2F/E %‘?ﬁ"i o o Sds] veRdT
RER+= FRRO H]8] 1 -
& &3k, mrrd A9S 53 9 7AE Y
< o "oAe AR eyt

RER7} FRROI| HI3] QFAg]&c] HolA=
1) ¥HE 3o o3t Q/RAZS S °§€L2‘#°1
AT, LFHE0 Bl

Faar, Aojstr] Asf a7Ee F7Hd

i\

o

8
2 du
1—n e wn Ho

4y gt

<
b
o J
o,
o
=il
=2
AN
1L

i
i
&4
oo [
9#
£
to
=il

oo = Nl
o & 4

m[o N
g
2
{m
rr
pach
o
fftl
f
ko
)

Failed Safe

Casel=M1+{1-M1)-C State (FS)

Cased={1-M1} - (1-C) - M2

Tasel1=(1-M1)- (1-C)
Ca582+Case4+ Caseb

= (1-M1)- [-C1-M2)
Failed (1-M1)- (1-C){1-M2)
Systermn dawn

T8 5. 2FFU WE AL dEf HEt

Fig. 5. System state diagram after fault injection

Legend

11 : No Value Change Mask
12 : Overaritten Mask

G FaultCoverage




238

i =2 X s
X 2. 2RFY Aszn

Table. 2. Fault injection experiment result

fault | casel | case2 | case3 nggg;
RISC T |79.3% | 21% |9.65% | 8.95%
P 131.95%|25.05%| 1.5% | 41.5%
FRR T 96% 1% 2% 1%
P |91.15%| 16.2% | 1.8% | 4.35%
RER T 193.60%| 1.15% | 2.45% | 2.80%
P [85.05%| 8% | 0.4% | 6.55%
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