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Abstract

The design of avionic embedded systems requires high-dependability. In this paper, we studied the
dependability of the triple modular redundancy (TMR) hardware for highly reliable aviation embedded system.
In order to evaluate the dependability of the base ARM processor and the TMR ARM processor, we developed
the simulation model of the reduced ARM and TMR ARM processors and performed the simulation fault
injection for the analysis of the dependability of the two targets. In the fault injection experiments, we calculated
the error recovery rate of the two the processor models. From the experimental results, we could confirm that
the reliability of the TMR ARM processor was greater than the single ARM processor by ten times in some
cases.
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Table 1. Fault injection result of FT_ARM

TSTO(1) : Transient Stuck-at-0(1)
PSTO(1) : Permanent Stuck—at-0(1)
20y
ARM TMR ARM
FA SF FR FA SF FR
254 592
TSTO | 654 | 400 (38.8%) 612 20 (96.7%)
709 1367
JPG TST1 | 1417 | 708 (50.0%) 1388 | 21 (98.4%)
Program | porq | 1384 [ 1177 (15992%) 1402 | 43 (;63_’8%)
PST1 | 2000 | 1608 (13962%) 2000 | 47 (91792:3/0)
470 561
TSTO | 593 | 125 (79.2%) 566 5 (99.1%)
1169 1437
Telcom TST1 | 1400 | 231 (83.5%) 1439 2 (99.8%)
Program 414 1216
PSTO | 1318 | 904 (31.4%) 1239 | 23 (98.1%)
183 1923
PST1 | 2000 | 1817 (9.15%) 2000 | 77 (96.1%)
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