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Abstract

In sensor networks, because sensors are deployed in an unprotected environment, they are prone to be targets of
compromise attack. If the number of compromised nodes increases considerably, the key management in the network is
paralyzed. In particular, compromise of Cluster Heads (CHs) in clustered sensor networks is much more threatening than
that of normalsensors. Recently, rekeying schemes which update the exposed keys using the keys unknown to the
compromised nodes are emerging. However, they cause some security and efficiency problems such as single group key
employment in a cluster, passive eviction of compromised nodes, and excessive communication and computation overhead.
In this paper, we present a proactive rekeying scheme using renewals of cluster organization for clustered sensor
networks. In the proposed scheme, each sensor establishes individual keys with neighbors at network boot-up time, and
these keys are employed for later transmissions between sensors and their CH. By the periodic cluster reorganization, the
compromiged nodes are expelled from network and the individual keys emploved in a cluster are changed continuously.
Besides, newly elected CHs securely agree a key with sink by informing their members to sink, without exchangingany
keying materials. The simulation results shows that the proposed scheme remarkably improves the confidentiality and
integrity of data in spite of the increase of compromised nodes. Also, they show that the proposed scheme exploits the
precious energy resource more efficiently than SHELL.
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