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Abstract

This paper proposes a SPIT(Spam over IP Telephony) prevention framework which is using expanded white-list in
real-time VoIP environment. The existing schemes are vulnerable to attack from spammers since they can continue to
transfer SPIT upon changing their ID. And existing frameworks have experienced the time delay and overload as session
initiates due to real-time operation. To solve these problems, the proposed scheme expands the scope of white lists by
forming social networks using the white list, but it is to decide quickly whether pass a caller ID without searching the
entire database. The proposed framework takes the three-stage architecture and the fast scoring system. The proposed

framework minimize user’s inconvenience and time delay for initiation of session, therefore, it is proper for real-time VoIP
environment.
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