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An Authentication Protocol Design in RFID System for Mobility
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ABSTRACT

RFID is method used on wireless system. However, this mechanism is not used for authentication and security. Therefore, it is very
vulnerable to attacks such as dropping attacks and traffic attacks. the RFID Tags are of the limited nature due to environment factors and there
is greater constraints in designing authentication protocol. If we do not RFID to secure corporate information and product all the information
will be exposed. The attacker will break into the RFID system and stop the distribution system. So, this paper proposes a new authentication
protocol which provides not only unlimited access to Tag&Reader of mobile and connection between Tag and Reader bet also provides
authentication mechanism by defining the key distribution.
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Table 1. Weakness of RFID System
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Table 2. Simulation Parameter

Scenario size 100m X 100m
Transmission Range < 10 meter
Transmit Power 0.005W
Tag Type Semi-passive
Tag Processer 54 bit
Simulation Time 1 hour
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