FHEREREH R
B20% 6 3%, 2010. 12

A9 A MERT 3] A4S 24 9 A o Q7

ol X e'dsY o B el
DED HEAESAH R

A Study on Analysis and Control of Circumvent Connection to the Private
Network of Corporation*

Chul-won Lee,” Huy-kang Kim, Jong-in Lim?
Graduate School of Information Management and Security, Korea University

2 o

7199 AR vlES zE Wb sk NAT (Network Address Translation) 716 o] &8ho] o3 Jejulzto gy
B AAgAel Aol ¥rbgslel. 2y NetCatollAl o]-85¢1x% Reverse Connection 714 SSH Tunnel®]
Y} HTTP Tunnel?|$52 g ae} o)l ) <417 el NATZ B35 3 g 7199 A =
Hz2ef) AT 4 A =) o) 012% 714 94 R 2, HTTP Tunnel ARl: 5 AgA o2 3=
gl el A] A E Zg Aol FEakx] FelEEehe 71g] Wi Ao A3 AR e Abg
ol 71 Bk Fejahd duk ARSI A E9L T3 9lh TS Az A oM FE BE o]pidl 7|Eg o8
oz 719 AW e A9 5 gle 29 A HE 4 luke Aold) zalH 0¥ AAd f3 e W
35 71Ee] BokAaglel A e 4= Qlule Aol Ao Aol olrh. wleba B =EE 719le uit WEY =
of Hat 3 A 71eA wpiEn A3 B By 998 AAS] 98 B4 B Fol maA s}

ABSTRACT

A company’s private network protected by a firewall and NAT(Network Address Translation) is not accessible directly
through an external internet. However, as Reverse Connection technology used by NetCat extends to the technologies such as
SSH Tunnel or HTTP Tunnel, now anyone can easily access a private network of corporation protected by a firewall and
NAT. Furthermore, while these kinds of technologies are commercially stretching out to various services such as a remote
conirol and HTTP Tunnel, security managers in a company or general users are confused under the circumstances of inner or
outer regulation which is not allowed fo access to an internal system with a remote control. What is more serious is to make
a covert channel invading a company’s private network through a malicious code and all that technologies. By the way, what
matters is that a given security system such as a firewall cannot shield from these perceived dangers. So, we analyze the
indirect access of technological methods and the status quo about a company’s internal network and find a solution to get rid
of the related dangers.
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