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ABSTRACT

There is a growing interest in “smart grid” technology, especially after the government recently announced “low-carbon
green-growth industry” project. A smart grid uses “smart meters”, which can be deployed in any power-consuming places like
homes and factories. It has been shown that smart meters have several security weaknesses. There is, however, no protection
profile available for smart meters, which means that safety with using them is not guaranteed at all. This paper analyzes
vulnerabilities of smart meters and the relevant attack methods, thereby deriving the security functions and requirements for
smart meters. Finally, we propose a protection profile based on Common Criterion v3.1 for smart meters.

Keywords: Smart grid, Smart meters, Protection Profile
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